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Abstract—Local Differential Privacy (LDP) is a mechanism used
to protect training privacy in Federated Learning (FL) systems,
typically by introducing noise to data and local models. However,
in real-world distributed edge systems, the non-independent and
identically distributed nature of data means that clients in FL
systems experience varying sensitivities to LDP-introduced noise.
This disparity leads to fairness issues, potentially discouraging
marginal clients from contributing further. In this paper, we ex-
plore how to enhance client-level performance fairness under LDP
conditions. We model an FL system with LDP and formulate the
problem PriFair using regularization, which assigns varied noise
amplitudes to clients based on federated analytics. Additionally,
we develop PriFairFed, a Tikhonov regularization-based algorithm
that eliminates variable dependencies and optimizes variables al-
ternately, while also offering a theoretical privacy guarantee. We
further experimented with the algorithm on a real-world system
with 20 Raspberry Pi clients, showing up to a 73.2% improve-
ment in client-level fairness compared to existing state-of-the-art
approaches, while maintaining a comparable level of privacy.

Index Terms—Federated learning, local differential privacy,
performance fairness, Tikhonov regularization.

I. INTRODUCTION

F EDERATED Learning (FL) [1] is a popular learning tech-
nique that allows users to train a unified model in a dis-

tributed way. Clients have no need to exchange local data,
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instead, each client individually train a model on private local
data in parallel. They only send model updates to the server, and
the server receives the updates and aggregates them to obtain a
global model. However, a potentially malicious third party can
recover local information from updates sent to the server [2].
To protect private local data, Local Differential Privacy (LDP),
first formalized in [3], perturbs data or gradients locally with
rigorously designed noise before sending them to the central
server.

However, the calibrated noise inevitably introduces errors to
the model outputs and affects different groups differently due
to the non-independent and identically distributed (non-IID)
data in FL, introducing a fairness issue. Given noise determined
by equal privacy budgets, groups that performed worse before
using LDP suffer more performance degradation [4] thus being
underrepresented. For instance, in sentiment analysis of tweets,
DP disproportionately degrades accuracy for users writing in
African-American English. When learning language models,
DP punishes more on users with bigger vocabularies [4]. Such
marginal groups are penalized in societal and economic deci-
sions, leading to reduced future participation and contribution.
Another example is the LDP mechanisms which are adopted by
Google [5] and Microsoft [6] for gathering potentially sensitive
client data to train models. This method allows respondents
to confidentially answer questions on sensitive topics, such
as illegal activities or personal preferences. However, [7] has
shown that affirmative responses to sensitive questions typi-
cally require stronger privacy protection than negative ones,
especially when analyzed through machine learning models.
This discrepancy may lead to inconsistent performance, where
some user groups receive less privacy protection, while uni-
formly increasing the privacy budget results in reduced model
accuracy. Such imbalances highlight the urgent need to en-
sure robust privacy protection and consistent performance fair-
ness across different respondent groups. Hence our key ques-
tion arises: how to design a fair FL system to mitigate LDP
impacts?

The fairness issues arising from privacy mechanisms are wor-
thy of research but have not been fully resolved. As clients are
naturally grouped by attributes in FL, client-level performance
fairness notion emerges to measure the fairness level of an FL
system, which relaxes accuracy parity [8] to ensure a more
uniform performance distribution across clients [9]. Current
approaches [9], [10], [11], [12] address fairness concerns but do
not take LDP into consideration.
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To design a fair FL system under LDP, the inherent challenge
is to allocate heterogeneous privacy budgets to different clients
due to restricted information and non-IID data in FL settings. In
more detail, 1) the impact of random noise on local objectives
is implicit. The optimization of the privacy budget allocation
strategy needs to expose the variable of random noise. How-
ever, unlike output and gradient perturbation, the noise of input
perturbation is applied to local data and indirectly affects local
and global objectives. In order to analyze the noise impact, we
have to capture the changes in local data distribution caused by
noise, which is difficult due to non-iid local data. 2) The privacy
budget and model parameters, our decision variables, can
not be optimized simultaneously. The local model is learned
based on perturbed data, while clients have to perturb data with
allocated privacy budgets, which are unknown before clients
send local updates to the server for global optimization. It’s
critical to eliminate the mutual dependency between variables.

In this work, we formulate the problem PriFair, which aims to
improve client-level performance fairness under input perturba-
tion LDP. Inspired by the Excessive Risk Gap [13] in centralized
learning, we generalize it to FL settings and make it a fairness
regularization term. To tackle challenge 1, we employ Tikhonov
regularization to incorporate the noise amplitude into objectives.
To tackle challenge 2, we propose PriFairFed, an algorithm al-
ternately trained to derive privacy budget allocation strategy and
global model, which solves the problem in polynomial time as a
quadratic programming. Experiment results show PriFairFed’s
effectiveness in preserving fairness and privacy.

Our contributions are summarized as follows:
� We formulate PriFair, a novel problem improving client-

level fairness under LDP in FL. It provides a paradigm for
the edge computing community to study fairness issues
caused by DP (Section III).

� We propose a Tikhonov regularization-based algorithm to
solve the problem as a quadratic programming and alter-
nately optimize for privacy strategy and the global model,
which can be generalized to other private training scenarios
(Section IV).

� We provide a theoretical analysis of PriFairFed, including
its privacy-preserving ability and the convergence rate
which is O( 1

T ), where T is the total training round (Sec-
tion V).

� We evaluate the performance of PriFairFed in a real-
world system containing 20 Raspberry Pi as clients, com-
pared with state-of-the-art fairness methods. Experiment
results show that PriFairFed reduces the variance of perfor-
mance up to 73.6% while maintaining the similar privacy-
preserving ability of the global model (Section VI).

The rest of this paper is organized as follows. Section II states
the background on FL and reviews the related work about LDP
and fairness in FL. Section III describes the system structure and
formulates the optimization problem PriFair. Section IV intro-
duces Tikhonov regularization to reformulate problem PriFair as
PriFair-T and provides the details of the algorithm PriFairFed.
We analyze the privacy and convergence rate of PriFairFed in
Section V and present the experimental evaluation in Section VI.
Finally, we come to a conclusion in Section VII.

II. BACKGROUND AND RELATED WORK

A. Background on FL

FL is a classic paradigm of distributed machine learning,
which keeps the training data of edge devices locally, conducting
data mining and analysis in a federated manner to avoid exchang-
ing data. Specifically, the training progress of FL is divided into
two parts: the client-side local training and the server-side global
aggregation. In each global round, the central server selects a
subset of N clients to participate in the training and sends them
the newest global model θt. Client i executes the local training
to get model θi,t+1 and sends it back. Then the server aggregates
them to obtain a new global model. After T global rounds, FL
gets the optimal global model [1]. The global aggregation is
formulated as:

θt+1 =

N∑
i=1

di
D
θi,t+1 (1)

where di is the data size of client i and D =
∑

i di.

B. LDP in FL

The model update phase in federated learning can lead to
information leakage; therefore, we utilize the LDP paradigm to
quantitatively measure the privacy loss of each client. LDP is
a distributed implementation of Differential Privacy (DP) [14],
which applies to FL and perturbs local information to protect
it from a potentially malicious server. In our research, clients
perturb local data with Gaussian noise.

We chose Gaussian noise for its ability to integrate smoothly
with the Tikhonov regularization framework used in our algo-
rithm. Gaussian noise is particularly well-suited for achieving a
balance between privacy and fairness, especially in non-IID data
scenarios common in FL [15], [16], [17]. Additionally, Gaussian
noise aligns well with the relaxed differential privacy guarantees
we aim for, providing better utility while maintaining sufficient
privacy protection.

Definition 1 ((ε, δ)-Local Differential Privacy): A random-
ized mechanism M satisfies (ε, δ)-local differentially privacy
((ε, δ)-LDP) if, for any two input x and x′ in set X , and for any
output set O ⊆ range(M), we have:

Pr [M(x) ∈ O] ≤ eεPr [M(x′) ∈ O] + δ. (2)

Informally, Definition 1 states that the probability of any
output does not change much when a record is changed in
a dataset, limiting the amount of information that the output
reveals about any individual. ε represents privacy loss or privacy
budget and a smaller ε indicates higher privacy guarantee. δ
captures the probability of failure of the algorithmM to satisfy
ε-LDP.

Some current researches on LDP in FL mainly focus on pro-
viding tighter privacy guarantees against various privacy and ad-
versarial attacks [18], [19], [20]. [21] leverages distributionally
robust optimization (DRO) to model the uncertainty brought by
LDP noise in order to mitigate its impact on model performance
when facing membership inference attacks [22] (MIA) and back-
door attacks. Others study how to better allocate privacy budgets
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and encourage local contribution to improve task performance
and computing efficiency under LDP [23], [24]. [18] hides the
contribution of clients during training to balance the trade-off
between privacy loss and model performance. [25] introduced
the first language model based on LDP and Long Short-Term
Memory (LSTM) that sacrifices less precision. [26] presents
practicable approaches to large-scale model training, loosening
LDP constraints by limiting the attacker’s ability to allocate
smaller privacy budgets while achieving task performance close
to non-private algorithms. Existing works successfully reduce
the impact of LDP on task performance, but ignore the different
behavior across clients. In this study, we pay more attention to
fairness issues caused by LDP with a carefully designed privacy
budget allocation strategy.

C. Related Work

Fairness in FL: The literature on fairness in FL can be divided
into two groups: those focusing on collaborative fairness [27],
[28] and performance fairness [9], [12], [29], [30]. Collaborative
fairness forces clients to converge to different models aligning
with their contributions. In contrast, performance fairness ac-
quires small discrepancies in the performance across various
groups. It includes, for example, individual fairness [31] and
group fairness [32], [33]. The former encourages similar data
points to be treated similarly, while it’s hard to design the
problem-specific distance metrics [34]. Group fairness requires
some statistical property of protected groups to be similar to that
of the whole population. However, it’s hard to extend to FL as
the notion of a “good” outcome for a device is not clear [35].

As clients are naturally grouped by attributes in FL, we focus
on client-level performance fairness, which acquires uniform ac-
curacy distribution across clients. Current research in federated
learning (FL) highlights significant client-level performance
fairness challenges, particularly in heterogeneous environments
where differences in client device capabilities, data distribution,
and participation behavior can lead to uneven model perfor-
mance across clients. Empirical studies [36], [37] show that such
heterogeneity can cause substantial drops in both accuracy and
fairness, with some clients disproportionately benefiting from
the global model while others experience degraded performance.
Addressing these fairness issues is crucial for ensuring equitable
outcomes in real-world FL systems. [12] proposed an Agnos-
tic FL (AFL) framework, which is robust to unknown testing
distribution. [38] further develop the notation of AFL and use
kernel functions to reweigh training samples. [9] up-weighted
clients with lower performance and their objective can be tuned
based on the desired amount of fairness. They are both successful
methods of improving fairness. However, they didn’t consider
the impact of privacy mechanisms, where the introduction of DP
perturbations can degrade fairness.

Mitigation of Fairness Issues Caused by LDP: The mitigation
of fairness issues caused by LDP in FL settings is an under-
studied topic. Most existing works [39] that take both privacy
and fairness into account mostly consider Central Differential
Privacy (CDP) and focus on group fairness, enforcing statistical
properties like equal odds [40] and demographic parity [8]

on sensitive attributes between protected groups. They require
access to sensitive attributes and are non-decomposable and non-
convex [41], which are not applicable to FL settings. Moreover,
they either do not provide convergence guarantee [42], [43],
[44] or have to train with a full batch of data to converge [45].
By contrast, we achieve fairness from the perspective of clients,
which ensures the model does not overfit any client at the expense
of others. We avoid direct access to sensitive properties and
theoretically provide a convergence guarantee.

III. MODEL AND PROBLEM FORMULATION

A. Privacy Budget Allocation Model

As described in Section II-B, to prevent attackers from in-
ferring private data from the local updates, it is necessary to
quantitatively perturb client data based on LDP. The client data
varies in terms of quantity, quality, and distribution, leading to
disparate privacy budget requirements. According to the parallel
composition theorem proposed in [46], the total privacy budget
of the system is the maximum one among clients, denoted as b.
In each global training round t, the privacy budget εi,t of client
i satisfies:

εi,t > 0, ∀i ∈ {N}, ∀t ∈ {T}, (3)

εi,t ≤ b, ∀i ∈ {N}, ∀t ∈ {T}. (4)

where we set the baseline of privacy loss b based on the largest
client data size.

Therefore, the privacy budget allocation strategy for the t-th
round is εt � (ε1,t, . . ., εN,t). By utilizing local insights from
clients, we optimize the privacy budget allocation strategy to
mitigate the fairness issue while maintaining privacy.

B. Local Training Model

Each client holds a dataset denoted as Di, with size di, Di �
{(xj , yj)}di

j=1. To protect local information from the server, the

client perturbs local data beforehand, transforming it into D̃i �
{(x̃j , yj)}di

j=1, where x̃j := xj + wi,t and w ∼ N (0, σ2
i,t) rep-

resents noise following a Gaussian distribution with standard
deviation σi,k. σ controls the magnitude of noise and a greater
σ provides stronger privacy protection.

In the local training phase, each client minimizes the empirical
loss function l(θ) with perturbed data D̃ to obtain a local model:

min
θi,t

fi (θi,t) := E
[
li

(
θi,t; D̃i

)]
(5)

Based on the relationship between privacy budget and noise
magnitude (see Section V for details), by optimizing the privacy
budget allocation strategy, we will obtain the optimal choice of
σ. Clients then sample noise following the distributionN (0, σ2)
for input perturbation.

C. Privacy Impact Model

We adopt client-level fairness that requires a more uniform
distribution of the performance. We take “performance” to be
the final testing accuracy of applying the trained global model
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on the test data of each client. To measure uniformity, we mainly
use the variance of the performance distribution.

Definition 2 (Uniform Performance Distribution): For
trained models θ and θ̃, we formally say that model θ provides a
more fair solution to the federated learning system than model θ̃
if the test performance distribution of model θ is more uniform
than that of θ̃ across N clients, i.e.,

V ar{Ai(θ)}i∈{N} < V ar{Ai(θ̃)}i∈{N}, (6)

whereAi(·)denotes the testing accuracy on client i ∈ {N},{N}
denotes an integer set {N} = {1, . . ., N} and V ar{·} denotes
the variance.

Notice that LDP causes a discrepancy in performance de-
crease due to non-IID data in FL. To achieve client-level fairness,
it’s crucial to limit the gap among performance changes.

To formalize the performance changes caused by private
mechanisms, excessive risk [47] is widely adopted in centralized
settings, which defines the difference between the CDP private
and non-private risk functions. We generalize it to an analogous
distributed excessive risk:

Definition 3 (Distributed Excessive Risk): If a client with
index i participates in distributed learning and transforms its own
data from Di into noisy data D̃i, then the distributed excessive
risk for client i is:

Ri(θi;Di) = E
[
l
(
θi; D̃i

)]
− l(θ∗i ;Di). (7)

where the expectation is defined over the randomness of LDP
and θ∗i = argminθi l(θi;Di).

To measure the performance degradation of a client deviating
from the global, we define distributed excessive risk gap as
follows:

Definition 4 (Distributed Excessive Risk Gap, ERG): In a
global training round, the excessive risk gap ξi of client ∀i ∈
{N} can be calculated as:

ξi = |Ri(θ)−R(θ)| (8)

where Ri(θ) and R(θ) are shorthands respectively repre-
sent the excessive risk Ri(θi;Di) of client i and R(θ) =
1
N

∑N
i=1 Ri(θi;Di) of the global, and N is the number of

participating clients.
Smaller ERGs indicate a fairer FL system. We incorporate a

regularization term expressed with ERG to the vanilla global ob-
jective of FL, which penalizes the discrepancies of performance
changes. We formulate the regularization term as follows:

λ
1

N

∑
i

ξ2i (9)

where N is the number of participating clients, λ is a positive
scalar that tunes fairness and training accuracy and the square is
used to avoid absolute value. A larger λ results in less difference
in performance decrease among clients caused by LDP, i.e.,
higher fairness.

D. Problem Formulation

We face a privacy and fairness improving problem (Pri-
Fair): given the interpolation parameter λ, fairness regulariza-
tion term (9), privacy baseline b, local dataset D and local
objectives of all clients, determining the privacy budget allo-
cation strategy ε and global model θ, to minimize the expected
loss of the aggregated global model while encouraging a more
uniform performance distribution under constraints (3) and (4).
We formulate PriFair as follows:

PriFair : min
ε,θ

G(f1(θ; D̃1), . . ., fN (θ; D̃N )) + λ
1

N

∑
i

ξ2i

s.t. 0 < εi,t ≤ b, ∀i ∈ N, ∀t ∈ T. (10)

where G(·) is a function that aggregates the local objectives in
an average way, i.e., G(f1(θ), . . ., fN (θ)) = 1

N

∑N
i=1 fi(θ).

E. Problem Analysis

The fairness issue in our research is caused by LDP random
noise added to local data. Without careful designs, random
noise can disproportionately decrease the data availability across
clients, thus it’s crucial to mitigate the impact on performance
by optimizing the noise allocation.

Existing LDP works [48], [49] consider gradient perturbation,
directly adding noise to local updates, and the impact of random
noise can be explicitly expressed in local and global optimization
objectives. However, we implement LDP with input perturba-
tion, which adds noise to local data. Gaussian noise appears
in local objectives as a random variable w added in the noisy
sample x̃ and indirectly influences optimization objectives.

In order to analyze the noise impact on problem PriFair, we
have to capture the changes in the local data distribution of each
client caused by noise. It’s obviously difficult in FL due to the
small amount of and non-iid local data.

Therefore, we need other tools that can expose the existence of
random noise in optimization objectives. We introduce the found
tool, a Tikhonov regularization-based approach, in Section IV-A.
What’s more, it’s hard to simultaneously optimize the global
model θ and the privacy budget vector ε in PriFair as they are
not independent. We present an algorithm in Section IV-B to
solve the interdependence problem by alternately optimizing
the decision variables.

IV. SOLUTION TO PRIFAIR

We assign varied magnitudes of Gaussian noise to clients for
diverse levels of privacy protection. As analyzed in Section III-E,
in order to assign an appropriate amount of random noise to each
client, a more intuitive way is needed to analyze the impact of
noise on the optimization objectives. In view of the relation
between regularization and random noise [50], we introduce a
special class of regularizers, Tikhonov regularization, to refor-
mulate our objectives.
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A. A Tikhonov Regularization-Based Perturbation Technique

Regularization technique was first introduced to control the
bias and variance of a model. It adds a penalty term to modify
the error function, sacrificing model flexibility for a more robust
network. Besides directly modifying the network structure and
regularization, adding random noise to data also improves the
generalization of the network. Therefore, if there exists a con-
nection between regularization and input perturbation with the
same purpose of generalization, regularization can be used to
formalize the impact of noise on the model.

Tikhonov regularization is a class of regularizers on linear
models, which takes the form:

Ω(y) =
R∑

r=0

∫ b

a

hr(x)

(
dry

dxr

)2

dx (11)

where hr ≤ 0 for r = 0, . . ., R− 1 and hR > 0.
In this section, we leverage Tikhonov regularization to re-

formulate the optimization objective and incorporate the noise
amplitude into the model, providing a formal method to quan-
tify the impact of LDP noise. Tikhonov regularization, com-
monly used to control bias and variance in machine learning
models, allows us to explicitly capture the effect of random
noise introduced during local client training as a form of input
perturbation [50]. In problem PriFair, the server minimizes the
aggregated expected sum-of-squares loss from clients, where the
training-with-noise error term is replaced by a Tikhonov regular-
ized error function. This enables us to systematically expose and
quantify the influence of noise on the model. By decomposing
the loss into two components—expected error and noise-induced
regularization—we can directly optimize the noise allocation
and adjust privacy budgets across clients, thereby improving
fairness without sacrificing privacy.

According to the (18) and (19) in [50], when the local model
minimizes the sum-of-squares error on noisy data, the expected
error in the local objective can be reformulated as a combination
of two parts. One denotes the expected error before adding noise,
and the other denotes the regularization term in the form of a
L2-norm of the global model parameters. The noise amplitude σ
in our problem acts as a bias-variance trade-off parameter in the
regularized local objective function. The above is formulated in
Lemma 1.

Lemma 1: [50] For network training, for a set of discrete input
vectors x and corresponding target output vectors t, with prob-
ability distribution function given by p(x,y) = 1

n

∑
q δ(x−

xq)δ(t− tq), the sum-of-squares error function on perturbed
data becomes

Ẽ = E + σ2ER, (12)

in which σ2 is controlled by the amplitude of the noise, E is the
standard sum-of-squares error on clean data defined as

E =
1

2n

∑
j

||y(xj)− tj ||2, (13)

and the extra term ER is given by

ER =
1

2n

∑
j

∑
m

∑
i

(
∂yjm

∂xj
i

)2

. (14)

where n is the amount of input samples labeled by index j, i la-
bels the dimension of input samples and m labels the dimension
of output vectors. According to Lemma 1, the local objective
becomes:

min
θi,t

fi(θi,t) := E[li(θi,t; D̃i)]

=
1

2di

⎡
⎣ di∑
j=1

h(xj , yj) + σ2
i,t‖θi,t‖2

⎤
⎦ . (15)

where h denotes a sum-of-squares loss function.
In PriFair, the client perturbs local data and performs the

optimization of local model θi based on designed noise am-
plitude σi, which is determined by the optimal privacy budget
allocation strategy ε. Therefore, we first optimize the privacy
budget allocation strategy of problem PriFair. At the beginning
of each global round t, the client performs local analysis based
on a given initial model θ̃t. The server collects local information
for federated analysis and solves PriFair to get an optimal ε.
The fairness regularization term (8) of PriFair, including the
local expected loss on noisy data E[l(θi,t; D̃i)], can be obtained
during the local analysis and transformed based on Lemma 1.

If noise amplitude σi,t and privacy loss εi,t of client i satisfy

σi,t =
Qi(K,δi,t,di)

εi,t
, the local model satisfies (εi,t, δi,t)-LDP,

where Qi is a coefficient determined by the client local training
epochs K, local data size di and LDP failure probability δi,t
(see Section V for details). Thus we can substitute ε for σ in
objectives and fairness regularization term:

Ri(θi,t; εi,t) = E[l(θi,t; D̃i)]− l(θ∗i ;Di)

=
1

2di

⎡
⎣ di∑
j=1

h(xj , yj) + σ2
i,t||θi,t||2 − l(θ∗i ;Di)

⎤
⎦

=
1

2di

⎡
⎣ di∑
j=1

h(xj , yj) +

(
Qi

εi,t

)2

||θi,t||2

−l(θ∗i ;Di)

⎤
⎦ ,

R(θt; εt) =
1

N

N∑
i=1

1

2di

⎡
⎣ di∑
j=1

h(xj , yj) +

(
Qi

εi,t

)2

||θi,t||2

−l(θ∗i ;Di)

⎤
⎦ , ∀i ∈ {N}, ∀t ∈ {T}. (16)

Combining (15), (16), (18), PriFair is reformulated to problem
PriFair-T as follows:

PriFair−T : min
ε,θ

G(f1(θ; D̃1), . . ., fN (θ; D̃N ))
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Fig. 1. The workflow of PriFairFed algorithm.

+ λ
1

N

∑
i

[Ri(θi,t; εi,t)−R(θt; εt)]
2

s.t. εi,t > 0,
1

ε2i,t
≥ 1

b2
, ∀i ∈ N, ∀t ∈ T.

(17)

Now we have incorporated noise impact into the global objec-
tive. Obviously, problem (17) is a typical quadratic programming
problem for 1

ε2 and easy to solve.

B. Fair and Private FL Algorithm: PriFairFed

The local model is learned based on noisy data, but clients
have to perturb data with allocated privacy budgets, which
together with the model parameter is the solution of the global
optimization objective. To overcome the mutual dependency
between the model and privacy budgets, we approximate the
local model with the original one distributed by the server at
the start of each round, enabling clients to provide local insights
for global optimization. Once the server determines the privacy
budget allocation strategy ε∗ by solving PriFair-T, clients perturb
local data with allocated privacy budgets, conduct stochastic
gradient descent to train local models, and upload local updates.

We design a private and fair FL (PriFairFed) algorithm,
which can be easily combined with other aggregation algo-
rithms. As shown in Algorithm 1, each global training round
consists of two stages: the privacy budget allocation stage and
the model updating stage. The global model converges after T
rounds of global aggregation.

In the privacy budget allocation stage, the server first dis-
tributes the initial global model θ to each client (Line 5).
Clients then compute expected loss with the received model
and L2-norm of the model parameters with respect to clean data
(Line 7–8). Each client uploads computing result si1, si2, local
data size di and optimal local model loss without noise l(θ∗i ;Di)
to the server (Line 9), in which l(θ∗i ;Di) is considered as prior
knowledge and pre-computed only once by clients during idle
time. The server solves the problem (17) based on local analytics
results, obtaining the optimal privacy budget allocation strategy
ε∗ (Line 11) and allocating it to each client (Line 12). Fig. 1

Algorithm 1: The PriFairFed Algorithm.

Input: Local dataset D = {D1, D2, . . ., DN}, local
objective function l(·), privacy baseline b and local
learning rate η

Parameter: Positive scalar λ

Output: Privacy budget allocation strategy ε∗ and global
model θ∗

1: θ̂ ← Random(θ).
2: for t = 1, 2, . . ., T do
3: // Phase I: Privacy budget allocation
4: Central Server :
5: Broadcast initial model θ̂ to each client i.
6: Client i:
7: θi ← θ̂,
8: si1 ← l(θi;Di), si2 ← ||θ̂i,t||2,
9: Send si1, si2, data size di and optimal local model

loss without noise l(θ∗i ;Di) to the central server.
10: Central Server :
11: Solving (17) with uploaded local insights to obtain

ε∗t and corresponding (σ2
t )
∗.

12: Broadcast ε∗t to each client i.
13: // Phase I: Global model updating
14: Client i:
15: for (xj , yj) ∈ Di do
16: x̃j ← xj + wi,k, ỹj ← yj
17: end for
18: for k = 1, 2, . . .,K do
19: θi ← θi − η · 1

di

∑di

j=1 �l[θi; (x̃j , ỹj)] ,
20: end for
21: Send θi to the central server.
22: Central Server:
23: θ ← 1

N

∑N
i=1 θi

24: end for
25: return θ, ε∗

shows the workflow of the privacy budget allocation stage in
dotted lines.

In the model updating stage, clients first perturb local data
based on privacy budget ε∗ obtained in the first stage (Line 16)
where noise amplitudeσi,t =

Qi(K,δi,t,di)
εi,t

. Clients then perform
stochastic gradient descent on noisy data for K local epochs
(Line 18–19) and send back local updates (Line 21). Finally,
the server aggregates local models (Line 23) to get the next
round global model. Fig. 1 demonstrates the workflow of the
model updating stage in solid lines.

V. PRIVACY AND UTILITY ANALYSIS

In this section, we first analyze the privacy leakage of each
training round and all training rounds. Then, we show the
convergence rate of the algorithm PriFairFed.

Following general settings in FL research, we make the as-
sumptions below on local loss function l(θ).

Assumption 1: l(θ) is G(θ)-Lipschitz continuous: for all ζ1
and ζ2, |l(θ; ζ1)− l(θ; ζ2)| ≤ G(θ) · ||ζ1 − ζ2||.
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Assumption 2: l(θ) is μ-strongly convex: for all θ1 and θ2,
l(θ1) ≥ l(θ2) + (θ1 − θ2)

T∇l(θ2) + μ
2 ||θ1 − θ2||2.

These assumptions can be satisfied as we analyze with linear
regression, softmax classifier and mean squared error (MSE).

A. Privacy Analysis

Clients receive the distributed privacy budget and train their
local models with perturbed data. Thus, both the privacy of local
data and models are preserved. In this section, we analyze the
privacy leakage and the privacy loss of PriFairFed.

Privacy loss of each training round: In each training round,
the client individually trains the local model with noisy data
for several local epochs, introducing noise into the model. The
following theorem shows the relation between noise amplitude
and the privacy guarantee of the local model.

Theorem 1: Let Assumptions 1 and 2 hold and all εi,t, δi,t > 0
for all i = 1, . . ., N and t = 1, . . ., T . In Algorithm 1, if we have

σ2
i,t = c

G2Kln(1/δi,t)

di(di − 1)
√
με2i,t

, (18)

then the local model θi,t learned in round t satisfies (εi,t, δi,t)-
local differential privacy for some constant c.

Proof: In round t, each client i performsK epochs of gradient
descent to update their local model. As in [51], we assume the
loss function l(θ, x, y) is l(yθTx). For client i in the k-th epoch,
the local model θi,k+1 is

θt,k+1 = θt,k − η
1

di

di∑
j=1

yji∇l(yji θTk (xj
i + wi,t))(x

j
i + wi,t)

︸ ︷︷ ︸
Mi,k

,

(19)
where wi,t ∼ N (0, σ2

i,t) and η denotes the learning rate. From
(19), we can see only the aggregated gradients may disclose the
privacy of the training data, and we define it as the mechanism
M.

Denote Di and D′i as the adjacent datasets of client i which

only differs in the di-th sample (i.e., (xdi
i , ydi

i ) and (x
d′i
i , y

d′i
i )).

Let Pi and P ′i be the probability distribution on Di and D′i over
mechanismMi,k. We have:

Pi=A+B ·wi,t+
1

di
ydi
i ∇l(ydi

i θTk (x
di
i +wi,t))(x

di
i +wi,t)︸ ︷︷ ︸

C

,

(20)

P ′i=A+B ·wi,t+
1

d′i
y
d′i
i ∇l(yd

′
i

i θTk (x
d′i
i +wi,t))(x

d′i
i + wi,t)︸ ︷︷ ︸

C ′

,

(21)

where

A =
1

di

di−1∑
j=1

yji∇l
(
yji θ

T
k

(
xj
i + wi,t

))
xj
i , (22)

B =
1

di

di−1∑
j=1

yji∇l
(
yji θ

T
k

(
xj
i + wi,t

))
. (23)

Note that wi,t ∼ N (0, σ2
i,t), we have P ∈ N (A+ C,Bσ2

i,t)

and P ′ ∈ N (A+ C ′, Bσ2
i,t).

To analyze the total privacy of K epochs, we utilize the
moments accountant method proposed in [52]. The λ-th moment
of mechanismMi,k on dataset Di and D′i is defined as

αMi,k
(λ) = ln

(
EO∼P

[(
Pi

P ′i

)λ
])

= λDλ+1(Pi||P ′i),
(24)

where the second equality is derived by Definition 2.1 in [52].
According to Lemma 2.5 in [53], (24) can be transformed to

αMi,k
(λ) =

λ(λ + 1)||C − C ′||2
2Bσ2

i,t

. (25)

Since the loss function is G-Lipschitz continuous according to
Assumption 1, we have:

||C − C ′|| ≤ 2G

di
. (26)

Besides, the loss function is μ-strongly convex which also
satisfies the Polyak-Łojasiewicz condition [54]. Thus we have:

||∇l(θ, x, y)||2 ≥ 2μ(l(θ, x, y)− l(θ∗, x, y)), (27)

where θ∗ is the optimal model parameter. Then the lower bound
of B defined in Equation (20) and (21) can be derived based on
(27):

B ≥ di − 1

di

√
2μ(l(θK)− l(θ∗)), (28)

where θT is the model of the last epoch.
Since l(θT )− l(θ∗) can be considered as a constant, with

Equation (26) and (28), for some constant c0, (25) can be
transferred to

αMi,k
(λ) ≤ c0

λ(λ + 1)G2

√
μσ2

i,tdi(di − 1)
. (29)

By summing (29) over K epochs, for constant c1 we have:

K∑
k=1

αMi,k
≤ c1

λ2G2K√
μσ2

i,tdi(di − 1)
. (30)

Let αMi
(λ) be the bound of all possible αMi,k

(λ). With Theo-
rem 2.1 stated in [52] and (29), we have

αMi
(λ) ≤

K∑
k=1

αMi,k
≤ c1

λ2G2K√
μσ2

i,tdi(di − 1)
. (31)

Taking σ2
i,t = c

G2Kln(1/δi,t)

di(di−1)√με2i,t for some constant c, we can guar-

antee

αMi
(λ) ≤ c1

λ2G2K√
μσ2

i,tdi(di − 1)
≤ λεi,t

2
, (32)

and as a result, we have

δi,t ≤ exp

(−λεi,t
2

)
. (33)
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According to Theorem 2.2 in [52], the local model θi,t of client
i in k-th round learned with mechanismMi satisfies (εi,t, δi,t)-
local differential privacy. �

Privacy loss of total training rounds: Based on the above
analysis of privacy loss in each training round, since PriFairFed
is a k-fold adaptive algorithm, we can use moments accountant
defined in [52] to obtain the total privacy leakage.

Theorem 2: Let Assumptions 1 and 2 hold and εi,t, δi,t > 0
for all i = 1, . . ., N and all t = 1, . . ., T . With σi,t satisfies (18),
the Alg. 1 guarantees (c0

√
Tεm,t̃, δm,t̃)-differential privacy for

some constant c0, where εm,t̃ = max{εi,t|∀i = 1, . . ., N,∀t =
1, . . ., T}.

Proof: In Algorithm 1, the training process ends after T
global rounds. We first analyze the privacy leakage in each
global round and then derive the total privacy loss of all
training rounds. According to Theorem 1, we know each lo-
cal model guarantees (εi,t, δi,t)-local differential privacy if

σ2
i,t = c

G2Kln(1/δi,t)

di(di−1)√με2i,t . Since the global model in t-th round

is aggregated by the local model θi,t of each client i, ac-
cording to the parallel composition theorem proposed in [46],
the global model in t-th round satisfies (εm,t, δm,t)-differential
privacy, where εm,t = max{ε1,t, . . ., εN,t}. Then for all training
rounds, each of them satisfies (εm,t̃, δm,t̃)-differential privacy,
where εm,t̃ = max{εi,t|∀i = 1, . . ., N,∀t = 1, . . ., T}. Similar
to Formula (31), we have

αM(λ) ≤
T∑

t=1

αMt
≤ c2

λ2G2KT√
μσ2

m,t̃
dm(dm − 1)

. (34)

With Theorem 2.1 stated in [52] and assume Algorithm 1
achieves (ε̂, δm,t̃)-differential privacy, we can obtain

ln(1/δm,t̃) ≤ c2
ε̂2ln(1/δm,t̃)

Tε2
m,t̃

. (35)

Therefore, there exists a constant c0 to make the total privacy
loss ε̂ satisfies ε̂ = c0

√
Tεm,t̃, which leads to Theorem 2. �

B. Utility Analysis

We defineU(T ) as the utility of the global model learned after
T rounds. Followed with [55], the utility can be represented
as the multiplicative inverse of the convergence rate. We have
U(T ) = 1

E[l(θT )]−l(θ∗) , where θ∗ is the optimal model parameter
that minimizes the global model loss. Thus, we utilize U(T ) by
deriving the upper bound of the convergence rate of Algorithm 1.

Assumption 3: l(θ) is L-smooth: for all θ1 and θ2, l(θ1) ≤
l(θ2) + (θ1 − θ2)

T∇l(θ2) + L
2 ||θ1 − θ2||2.

L-smooth is a common assumption as in [56].
Theorem 3: Let Assumption 1 to 3 hold and the value of the

gradient is upper bounded with V (i.e., ∇l(θ) ≤ V ), with σi,t

satisfies (18), we have

E [l (θT )]− l∗ ≤ LV 2

μ2T

(
1 + pσ2

)
, (36)

where σ = max{σi,t|∀i = 1, . . ., N,∀t = 1, . . ., T}, p is the
dimension of each training data point.

Proof: In Algorithm 1, Gaussian noise is added to local data
before performing gradient descent. Then the global model
parameter is updated as below:

θt+1 = θt − η

⎛
⎝ 1

D

D∑
j=1

∇l (θt, xj + wj,t, yj)

⎞
⎠

≈ θt − η

⎛
⎝ 1

D

D∑
j=1

∇l (θt, xj , yj) +
1

D

D∑
j=1

aj,twj,t

⎞
⎠ ,

(37)

where aj,t = ||∇xj
∇l(θt, xj , yj)|| ≥ I and D =

∑N
i=1 di, and

the approximation is derived by the first order Taylor expansion
at point xj .

Assume wj,t ∼ N (0, σ2) and σ = max{σi,t|∀i =
1, . . ., N,∀t = 1, . . ., T}, we have 1

D

∑D
j=1 aj,twj,t ≥ Iwj,t ∼

N (0, Iσ2). Then we can obtain a recurrence formula for
||θt − θ∗||2 as below:

||θt+1−θ∗||2= ||θt−θ∗−η ·
⎛
⎝1

D

D∑
j=1

∇l (θt, xj+wj,t, yj)

⎞
⎠ ||2

≤
(
1− 2η

μ

V

)
||θt − θ∗||2 + η2

(
1 + pσ2

)
.

(38)

Assume η = V
μT , and according to the L-smoothness of the loss

function, we can derive

E [l(θT )]− l(θ∗) ≤ L

2
E
[||θT − θ∗||2] ≤ LV 2

μ2T

(
1 + pσ2

)
.

(39)
Therefore we have Theorem 3. �

From Theorem 3, the utility U(T ) is bounded by μ2 T
LV 2(1+pσ2)

and PriFairFed will asymptotically converge to the global op-
timum at the rate O( 1

T ), where T is the total global training
rounds. For complete proof see Appendix B.3, available online.

C. Complexity Analysis

PriFairFed involves two main phases per global round: privacy
budget allocation and global model updating. In the privacy
budget allocation phase, the central server solves a convex
quadratic programming problem to optimize privacy budgets for
all clients, with a computational complexity ofO(N2)per round,
where N is the number of clients. After solving the problem,
the server broadcasts the privacy budgets to clients, incurring a
communication overhead ofO(N). In the global model updating
phase, each client perturbs its local data based on the received
privacy budget and performs stochastic gradient descent (SGD)
over K epochs, where the complexity for each client is O(diK),
with di representing the local dataset size of the client i. Once
the local updates are complete, the server aggregates the models
from all N clients, which has a cost of O(N). Thus, the overall
complexity per global round is O(N2 +

∑N
i=1 diK). While the

dynamic privacy budget allocation introduces some overhead,
it remains manageable due to the efficient nature of solving
the quadratic problem. Additionally, the communication cost
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Fig. 2. System architecture in the experiment.

Fig. 3. The architecture of the neural network used.

is linear in the number of clients. Reducing the frequency of
privacy budget updates, such as allocating them every few global
rounds, can further mitigate this overhead. Overall, PriFairFed
maintains scalability and feasibility for large-scale federated
learning deployments, even with a large number of clients.

VI. EVALUATION

A. Experimental Setup

Testbed: We implement the system with PyTorch, experiment-
ing in a real-world system consisting of 20 Raspberry Pi 4 Model
B clients with ARM11 microprocessors and one laptop server,
shown in Fig. 2. In the beginning, we split the data between
20 clients and all clients are selected in each round.

Dataset and Model: We evaluate our models with 4 datasets:
• Synthetic Dataset: Generated using a linear regression clas-

sifier, with sample sizes for each client following a log-normal
distribution [57]. This setup simulates environments with vary-
ing data quantities across clients.
• Fashion MNIST [58]: For this image dataset, we apply a

Dirichlet process [59] (denoted asDir(ζ) with ζ = 0.5) to create
diverse imbalanced data distributions, mimicking real-world
scenarios where clients have uneven data availability.
• Subsampled Fashion MNIST: This version includes only

three categories—T-shirt, pullover, and shirt, with each client
holding data from only one category. This setup highlights class
imbalance and simulates limited class diversity.
• Loan Dataset [60]: A numerical dataset using a Dirichlet

process (denoted as Dir(ζ) with ζ = 0.5) to introduce domain
shift, reflecting different.

To implement the above classification tasks, we train a linear
regression classifier, as shown in Fig. 3. It comprises one input
layer, a fully connected layer, and a softmax layer. We employ
the mean squared error loss function due to the use of Tikhonov
regularization, which provides a theoretical guarantee under
MSE.

Baselines: We compare with three state-of-the-art fairness
approaches which focus on client-level performance fairness and
one adaptive privacy budget allocation algorithm which directly
encrypts local data. We also employ FedAvg [1] as the baseline.

Fig. 4. The final testing accuracy distribution of PriFairFed and q-FFL on
three chosen datasets.

Fig. 5. The final testing accuracy distribution of PriFairFed and Ditto on three
chosen datasets.

• Agnostic Federated Learning (AFL) [12] is an agnostic
approach, which optimizes for the worst-performing device.
Following [12], we experiment on 3 clients with subsampled
Fashion MNIST.
• q-FFL [9] up-weights lower-performing clients and the

fairness can be tuned by parameter q.
• Ditto [61] incorporates a regularization term into local

optimization objectives to achieve an interpolation between local
and global models, where the fairness can be tuned by parameter
λ.
• RPFL [21] adopts DRO to model the uncertainty induced

by LDP and adaptively assigns privacy budgets to clients for
data perturbation.

We experimented with 20 clients across Synthetic, Fashion
MNIST, and Loan with q-FFL, Ditto, and RPFL. To maintain
the same privacy level, AFL, q-FFL, and Ditto follow N-LDP,
assigning equal privacy budgets to clients based on the largest
amount of data across clients, while RPFL and ours assign
privacy budgets adaptively no bigger than AFL and q-FFL.

Evaluation Metrics: We use two metrics to evaluate the fair-
ness and privacy leakage level of algorithms: 1) Variance of
the Final Testing Accuracy represents whether the model treats
clients equally. A larger variance infers less fairness. And 2)
MIA Accuracy infers whether the attacker finds the target client
of a data point. A higher attack accuracy indicates less privacy.

B. Fairness Analysis

We first conduct experiments to demonstrate the effectiveness
of PriFairFed (ours) in mitigating fairness issues caused by LDP
in comparison with fairness benchmarks. Figs. 4, 5, 6 illustrate
the final testing performance distributions respectively for q-
FFL, Ditto, and RPFL compared with PriFairFed. The privacy
baselines for Fashion MNIST, Loan, and Synthetic are set to 0.7,
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Fig. 6. The final testing accuracy distribution of PriFairFed and RPFL on three
chosen datasets.

TABLE I
STATISTICS OF THE FINAL TESTING ACCURACY DISTRIBUTION FOR N-LDP

(NO FAIRNESS BOUND) AND PRIFAIRFED

12, and 0.3 based on the largest data size of clients. The fairness
scalar λ of PriFairFed is set to 3, 40, and 2 respectively on three
datasets. For benchmark q-FFL, we employ its distributed solver
q-FedAvg and set the trade-off parameter q = 0.5. Compared
to benchmark q-FFL, PriFairFed reduces the variance by up to
73.6%. Meanwhile, the average testing accuracy improves.

For Ditto, we follow the settings in [61] where the interpo-
lation hyper-parameter λ = 1 and λ is not device-specific, and
the iteration of each device for local optimization is 2. As shown
in Fig. 5, PriFairFed maintains a performance similar to that of
Ditto. However, as shown in Fig. 5(b), ours reduces the variance
by 86.0%, which represents a more concentrated performance
distribution and reflects higher fairness.

For RPFL, each client has an individual privacy baseline
based on its data size that is no bigger than the global baseline.
Compared to RPFL, PriFairFed keeps almost the same variation
and mean of testing performance distribution. It is important
to note that while PriFairFed significantly reduces variance and
improves fairness, it does not always outperform RPFL in all
aspects. RPFL’s use of Distributionally Robust Optimization
(DRO) effectively handles the uncertainty introduced by LDP-
induced noise, improving the robustness of the global model.
In contrast, PriFairFed focuses more on reducing performance
disparity across clients by allocating varied noise amplitudes
based on federated analytics, which targets client-level fairness
rather than adversarial robustness.

Additionally, we record the worst and best 10% testing ac-
curacies along with the variance of the accuracy distributions
of N-LDP and PriFairFed in Table I. Despite a slight decline in
accuracy for the best 10%, there is an improvement for the worst
10% accompanied by a significant reduction in variance. Addi-
tionally, the average accuracy remains nearly unchanged. Here,
the average accuracy is computed across all data points not the
mean of all devices’ accuracies. The slight decline in accuracy

TABLE II
THE FINAL TESTING ACCURACY OF DIFFERENT CLIENTS WITH

PRIFAIRFED AND AFL ON SUBSAMPLED FASHION MNIST

TABLE III
STATISTICS OF TESTING ACCURACY USING A SERIES OF REGULARIZATION

PARAMETER λ ON DATASET FASHION MNIST

for the top 10% of clients reflects the trade-off between fairness
and absolute performance. This trade-off is expected, given
PriFairFed’s objective of ensuring fairness across all clients,
especially those with more challenging data distributions.

In the case of AFL, following the settings in [9], we set
the privacy baseline as ε = 11, three participating clients each
hold one kind of label where the “shirt” class is the hardest one
to distinguish from others. Experimental results are presented
in Table II. Compared with AFL, PriFairFed achieves higher
testing accuracy on the worst-performing device, aligning with
the original optimization goal of AFL. As the fairness regular-
ization parameter λ increases, the accuracy of clients holding
“shirt” samples increases.

Choosing fairness parameter λ: We conduct experiments to
explore how to tune the fairness level under LDP using the
fairness regularization term parameter λ. We test various λ

values within the range {0.5, 1, 3, 5} on the dataset Fashion
MNIST with 20 clients, as outlined in Table III. A larger λ

leads to reduced variance, i.e., higher fairness, while potentially
compromising privacy to some extent. Intuitively, with a largerλ,
PriFairFed strengthens the constraints on the distribution of ex-
cessive risk gap, compelling worse-performing clients to apply
less noise to reduce performance degradation (and vice versa),
which consequently leads to smaller performance discrepancies
among clients.

Scaling to a larger network: We also conduct experiments in a
scenario with 50 clients to verify the scalability of the proposed
algorithm PriFairFed. We experiment on Fashion MNIST, and
the hyper-parameters and privacy settings are consistent with
those described above. Results are presented in Table IV. Even
if the network size expands to 2.5 times the original, PriFairFed
still meets the fairness requirements, improving the performance
of the worst 10% and significantly reducing the variance.
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TABLE IV
STATISTICS OF TESTING ACCURACY ACROSS 50 DEVICES

ON DATASET FASHION MNIST

Fig. 7. The convergence of PriFairFed and SOTAs.

C. Efficiency Analysis

We also investigate the efficiency of different algorithms. The
hyper-parameters and privacy budget allocation for benchmarks
are the same as in Section VI-B. The fairness scalar λ is 1
(K = 1). When comparing with AFL, each client performed one
epoch of local training. In other cases, each client performed 5
local epochs (K = 5). As shown in Fig. 7, in terms of communi-
cation rounds, PriFairFed converges faster than q-FFL, AFL, and
Ditto, maintaining nearly the same convergence rate as RPFL.
Intuitively, considering the highly heterogeneous data distribu-
tion, PriFairFed weights clients equally to avoid overfitting to
certain devices, which can accelerate the training.

VII. CONCLUSION

In this work, we study a novel fairness problem under LDP
in FL with a generalized excessive risk gap. We reformulate
the problem with Tikhonov regularization, quantifying the LDP
noise impact on objectives. To address the reformulated prob-
lem, we propose PriFairFed, an efficient algorithm that alter-
nately optimizes for privacy budget allocation strategy and the
global model, which can be achieved in polynomial time as a
quadratic programming problem. PriFairFed flexibly controls
the fairness level with a tunable parameter λ. Through theoretical
analysis and real-world experiments, PriFairFed demonstrates
significant improvement in fairness under LDP. Our future work

includes extending the analysis to various loss functions like
cross-entropy.
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