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Abstract—Internet of Things (IoT) gateways integrate various
sensors and compute initial decisions before transmitting data
to the cloud for further processing. As the functions they need
to support become increasingly complex, gateways must upgrade
their hardware. Network functions (NF) and video analytics (VAs)
are two typical examples of hardware requirements: NFs need
specialized hardware accelerators, while VAs need parallel pro-
cessing power. However, gateways are typically constrained by
factors, such as power, size, and cost, leading to a need to mul-
tiplex functions and minimize hardware overprovisioning. This
article proposes a novel accelerator, the transmission-analytic
processing unit (TAPU), which uses multi-image FPGA to acceler-
ate VAs and NFs for IoT gateways. We preconfigure one image for
VAs and one image for NFs, then multiplex the FPGA resources
in the time dimension. The TAPU system design requires both
hardware and software revisions. In the hardware design, we dis-
cuss our considerations on hardware choice and present a new
abstraction of hardware functions to overcome the challenge of
application development on different multi-image FPGAs. For the
software, we develop a fully functional TAPU system to adapt to
dynamic network and VAs workloads. Our evaluation shows that
TAPU utilization can reach 92%, considerably increasing VAs
and network processing throughput over the current approach.
We further evaluate TAPU through two case studies that support
a campus traffic monitoring system and an office surveillance
system, demonstrating excellent performance improvement and
low overhead.

Index Terms—FPGA offloading, hardware acceleration,
Internet of Things (IoT) gateways, network functions (NFs), video
analytics (VAs).

I. INTRODUCTION

INTERNET of Things (IoT) gateway is emerging as a crit-
ical component in connecting legacy and next-generation
devices to the Internet [1]. Acting as a bridge between
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devices and the cloud, the IoT gateway integrates protocols
for networking, performs edge analytics on the data, and facil-
itates a secure data flow between edge devices and the cloud.
With the rapid expansion of the number of connected devices
(from 6.1 billion in 2017 to 14.4 billion in 2022 [2]), the influx
of data, and the pressing need for data security, today’s IoT
gateways must be able to support an ever-growing range of
functions. For instance, it must handle networking protocols
to ensure the secure transmission of critical data. Additionally,
video analytics (VAs) must be supported. For instance, in-situ
cameras have been installed in smart homes to identify and
avert falls among the elderly population [3]. To reduce cellular
costs, transmission latency, and privacy issues, it is necessary
to execute VAs within the IoT gateway rather than relaying
all videos to the cloud.

As the functions of the IoT gateways become increas-
ingly complex, the current generation faces the challenge of
upgrading their hardware. To fulfill the fundamental require-
ments of first-generation IoT gateways, which are designed
to facilitate communication protocol compatibility and device
management, a CPU alone is sufficient. However, the sec-
ond generation of IoT gateways necessitates regular network
functions (NFs) and VAs, necessitating a CPU and GPU com-
bination to meet the computational requirements, as illustrated
in Fig. 1(a). For instance, GPU configurations are available in
Dell Edge Gateways for IoT [4] and ADLINK IoT gateway
solutions [5]. Nevertheless, the current generation of IoT gate-
ways necessitating advanced NFs, such as data encryption,
decryption, and data compression, results in a CPU over-
load and consequent low utilization of the GPU, as shown
in Fig. 1(b). Specifically, the execution of advanced software
NFs requires a significant amount of CPU resources, leaving
limited or no CPU resources for data preprocessing of VAs,
resulting in low GPU utilization.

A viable solution to address the limitations mentioned above
is to offload VAs and advanced NFs to a hardware accel-
erator, as illustrated in Fig. 1(c). This accelerator should be
able to provide parallel processing power (e.g., GPU) for VAs
and should also be programmable and customizable to support
specialized NFs. However, customizing a dedicated hardware
accelerator for each function can be costly. In addition, it may
result in low utilization and larger size, which is not ideal
for IoT gateways due to their stringent constraints in terms of
cost and size. Therefore, what is needed is a multiplex-enabled
accelerator for VAs and NFs that is both programmable and
customizable while also being cost-effective and compact.
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Fig. 1. IoT gateway and its functions. (a) IoT gateway with a GPU for data analytics and regular NFs on CPU. (b) Current IoT gateway with a GPU for

VAs and advanced NFs on CPU. (c) IoT gateway with offloading both advanced NFs and data analytics to the hardware accelerator.
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Fig. 2. Multi-image FPGA.

In this article, we present a new accelerator,
transmission-analytics  processing unit (TAPU), which
utilizes multi-image FPGAs to speed up VAs and NFs for
data transmission in IoT gateways. Fig. 2 illustrates the
architecture of the multi-image FPGA. With a multi-image
FPGA, multiple images can be prestored in the FPGA image
flash, and it can rapidly switch between these images. The
recently released dual-image Intel Max10 FPGA is an exam-
ple. We can preconfigure one image for analytics and another
for NFs. As a result, we can multiplex the analytics and
NFs accelerator by switching images. The FPGA’s inherent
programmability and ability to customize hardware make it
possible to design the accelerator with high performance and
low power consumption.

To bring TAPU into reality, we face three challenges:

First, the system design for TAPU requires both hardware
and software revisions, as it is the first study to utilize multi-
image FPGAs as accelerators for IoT gateways. Regarding
hardware design, we discuss the FPGA choice and abstract
the accelerator modules as hardware functions that developers
can call, similar to a software function. For TAPU’s software,
an offline manager is provided to determine how to precon-
figure the two images of the FPGA, and a runtime manager
is included in determining how to switch images in response
to runtime variations Section III.

Second, it is crucial to determine how to offload the
dynamic workload of VAs and network processing to TAPU
to optimally utilize its computational capacity. Our approach
prioritizes network packet processing with TAPU, leaving
the residual computational capacity to accelerate VAs based
on the required execution time. To estimate the residual
computational capacity, we have developed two schemes for
the nonpreemption and general cases Section IV.

Third, minimizing the overall latency in executing VAs tasks
is challenging, given the dynamic nature of the residual com-
putation capacity. Motivated by the fact that DNN layers for
VAs have different execution efficiencies on CPU and FPGA,
we can optimize analytical latency by scheduling the execution
location of DNN layers. To this end, we propose a CPU-FPGA
analytic model and design an analytic task offloading (ATO)
algorithm to make the most of the limited residual computation
capacity Section V.

We implemented a prototype of TAPU and evaluated it
through trace-driven experiments. Our results demonstrate that
TAPU can enhance the performance of VAs and network
packet transmission by 1.49 and 2.33 times, respectively, com-
pared to the current approach, with a utilization rate of up
to 92.51%. Additionally, we developed two case studies to
demonstrate the end-to-end operations of TAPU in the field
and its impact on NFs and VAs. These case studies include
a campus traffic monitoring system and an office surveillance
system.

II. BACKGROUND
A. Network Functions

As a bridge connecting IoT devices to the cloud, traditional
IoT gateways pass data on both ends, deal with various com-
munication protocols, and manage traffic flow like a router.
However, current IoT gateways also need to encrypt sensitive
data, compress video or image data, and filter unnecessary
data to reduce bandwidth consumption and cloud pressure. For
example, data files are often compressed before being sent to
the cloud, and IoT gateways use different compression meth-
ods, such as Gzip, to process these files. Furthermore, each
network packet has a latency tolerance, and the processing
time using NFs should not exceed this latency. Otherwise, it
will lead to packet loss and blocking. Therefore, IoT gate-
ways need to handle network packets promptly to ensure
that IoT devices remain connected and functioning properly.
This is achieved by invoking various network services, which
consume most of the CPU’s processing resources.

B. Video Analytics

In order to respond in time and reduce the burden on the
cloud, existing IoT gateways typically process data locally,
with VAs being the most commonly used. Through analyz-
ing videos, IoT gateways can extract characters or objects
in images and feed the results back to the cloud or edge
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Fig. 3. Overview of the system design of TAPU.

to perform tasks, such as OCR, vehicle counting (VC), and
object tracking [6]. For image data from IoT devices, the
IoT gateway usually uses DNN for local image processing.
An example is Microsoft Rocket, which includes an applica-
tion called Microsoft Vision Zero [7], which is pretrained for
the City of Bellevue VC. The neural network consists of lay-
ers of nodes, and the results of nodes in the same layer can
be calculated in parallel. However, this implies that using a
general-purpose computing unit, such as the CPU, to calcu-
late each node serially is very slow. Therefore, the inference of
neural networks often requires the use of parallel processing
units, such as GPUs, to provide computation capacity.

C. Multi-Image FPGA

FPGA s consist of a collection of reconfigurable logic blocks
that can be programmed to provide customized functions.
However, reconfiguring an FPGA can be time-consuming,
making it difficult to use in real-time applications. To over-
come this limitation, FPGA images, which contain program-
ming information for an FPGA, have been developed. These
images can offload certain workloads and accelerate specific
tasks, such as programming specific circuits for VAs, much
faster than using general-purpose circuits, such as CPUs.
Traditional single-image FPGAs typically take minutes to pro-
gram the FPGA according to a new image. However, recent
FPGA developments have led to the emergence of multi-image
FPGAs, which can store multiple different images in the user
flash memory (UFM) and support fast switching with a bit of
switching time (e.g., approximately 9 ms for Intel Max10), as
depicted in Fig. 2. This makes it possible to multiplex multiple
images in the time dimension, enabling elastic resources and
enabling applications, such as NFs and VAs, to be executed
simultaneously.

III. SYSTEM DESIGN

The system design of TAPU is shown in Fig. 3. TAPU con-
sists of both hardware and software designs for transmission
and VAs.

A. Hardware Design

TAPU adopts FPGA as its hardware due to its superior
performance and programmability. There is a wide variety of
FPGAs available, with TAPU opting to use the multi-image
FPGA. We will explain the rationale behind this choice and
also provide an overview of the hardware functions designed
to facilitate the use of the multi-image FPGA.
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1) FPGA Choice: TAPU employs a multi-image FPGA as
its accelerator to accommodate both NFs and VAs, which share
the FPGA resource in a limited way. The choice of a multi-
image FPGA enables two ways of sharing the FPGA resource:
1) the space dimension, where we implement NF using a part
of the logic units, and the rest is used for VAs and 2) the time
dimension, where one image is designated for NFs and the
other for VAs, and only one image is configured to the logic
units at a given time.

TAPU opts for sharing the time dimension due to several
reasons. First, the limited programmable logic units (PLUs),
including look-up tables, registers, and block RAMs, make
it difficult to incorporate all functions into the FPGA simul-
taneously. Even with careful design, each function requires
dedicated logic units, making it impractical to share the
FPGA on the space dimension. For instance, implementing
a medium-sized DNN model, such as GoogLeNet [8], on
an Intel Max10 FPGA requires almost 90% of the avail-
able logic units. While using a more advanced FPGA with
more resources is a possibility, the high cost of such FPGAs
makes them impractical. Second, sharing on the time dimen-
sion offers more flexibility in resource allocation compared
to sharing on the space dimension. With space dimension
sharing, the rate of resource occupation for each function is
fixed. Modifying the resource allocation for a function requires
reprogramming the FPGA after modifying the image, which
can take hours. On the other hand, sharing the time dimen-
sion allows for the FPGA’s resource allocation to be adapted
by simply adjusting the time slots.

Sharing resources on the time dimension requires fast
switching between images, which is enabled by multi-image
FPGAs. For instance, the Intel Max10 can switch between two
images in near-zero time (less than 9 ms). Therefore, TAPU
has opted for a multi-image FPGA as its hardware platform
instead of a traditional single-image FPGA.

2) Skeletons: TAPU offloads various functions to multi-
image FPGA and controls the time for image to allocate FPGA
resources to functions. However, implementing this technology
can be challenging and time-consuming for the upper layer as
it requires writing code that covers specifics of FPGA offload-
ing and carefully handling vendor-specific details. We design
skeletons which includes several function call to reduce the
development efforts of the upper layer using the multi-image
FPGA.

Fig. 4 shows the Verilog code for image switching in Intel
Max10. In line 2, the image file IMAGEQ is loaded into the
image area. The images are stored in fixed memory areas in
Intel Max10, known as master/slave image areas, with the
image being stored in the slave image area (SLAVE;MAGE)
in this case. Lines 3-5 initialize the write/read parameters,
and after some auxiliary code is omitted, line 7 switches
the image into the FPGA logic unit supported by the mod-
ule (alteragualyoot) from Intel. This process is completed
by using the dual configuration Intel FPGA IP Core Avalon
Memory-Mapped Address Map for Intel MAXI10 devices.
Fig. 5 shows the Verilog code for switching to an image
in Xilinx Artix-7. Lines 2—4 initiate the write/read param-
eters and assign the storage memory address of IMAGEQ.
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TABLE 1
SKELETON
Skeleton Function Name Description
FPGA_ON() Turns on or awake FPGA.
Hardware |FPGA_OFF() Turns off FPGA.
Setup FPGA_INIT() Initializes FPGA.
FPGA_SLEEP() Switches FPGA to sleep mode.
IMG_UPLOAD_VIDEO() Uploads a video analytics image into FPGA UFM.
Image IMG_UPLOAD_NETWORKY() [Uploads a network functions image into FPGA UFM.

Management |IMG_SWITCH_VIDEO()

Switches to video analytics image on FPGA UFM.

IMG_SWITCH_NETWORK()

Switches to network functions image on FPGA UFM.

Writes in data onto external memory.

Reads in data onto external memory.

DATA_WR()
Data DATA_RD()
Processing |VIDEO_TASK_PROCESS()

Executes video analytics task on external memory.

NETWORK_TASK_PROCESS()|Executes network functions task on external memory.

| module SWITCH IMG(input clk, input nrest,
input [66:0] in, output [32:0] res,
output BOOT_SEL, output CFG_SEL);

assign SLAVE_ IMAGE = IMAGEO;

wire read, write;

assign [2:0] ADDR = [34:32] in;

assign [31:0] WD_DATA = [66:35] in;

[CR SIS

323 altera dual boot adb(.clk(clk), .nreset (

nreset), .c rcv_address (ADDR), .
avmnm_rcy read), .
avmm_r itedata (WD_DATA), .
avmm_r te(write), .
avim_r Jdata (res)

324 );

325 endmodule

Fig. 4. FPGA image switching codes of Intel Max10.

1 module SWITCH IMG(input clk, input
nreset, input [63:0] in, input
boot_sel, output [31:0] res);

2 assign [31:0] IMGO_ADDR = [31:0] in;

3 reg [31:0] CSIB;

4 reg I, RDWRB;

5

253 ICAPE2 # (

E_ID(DEVICE_ID),

IDTH(ICAP_WIDTH),

o CFG_FILE_NAME ("None")

257 ) ICAPE2_inst (.O(res), .CLK(clk), .
CSIB(CSIB), .I(I), .RDWRB(RDWRB)

Fig. 5. FPGA image switching codes of Xilinx Artix-7.

This differs from Intel Max10, as Xilinx Artix-7 stores images
in dynamically allocated memory areas instead of fixed image
areas. Lines 6-11 switch images into the FPGA logic units.
Here, Xilinx Artix-7 completes this process using a primitive
(ICAPE2) from Xilinx.

The skeletons offer the upper layer a programming model
that completely abstracts away the low-level details of the
multi-image FPGA. The APIs for interacting with the FPGA
at the upper layer are presented in Table I. These hard-
ware APIs allow easy utilization of the multi-image FPGA
through simple function calls, without requiring knowledge of
the underlying implementation details. we provide a step-by-
step explanation below to demonstrate how to execute a VAs

def Video_Analytics(img,

if FPGA_STATUS!=ON:
FPGA_ON()
IMG_UPLOAD_VIDEO (img)
IMG_SWITCH_VIDEO()
DATA_ADDR, size=DATA_WR (frame)
RES_ADDR=VIDEO_TASK_PROCESS (
DATA_ADDR, SIZE)

8 result=DATA RD (RES_ADDR)

9 FPGA_OFF ()

10 return result

frame) :

R N N S TR R,

Fig. 6. VAs codes using TAPU hardware functions.

task using the hardware APIs, as shown in Fig. 6. First, the
function FPGA_ON () is called to turn on the FPGA when
it is off. After that, the function IMG_UPLOAD_VIDEO ()
and IMG_SWITCH_VIDEO() are called to switch the
image to the VAs image and transfer the frames to
FPGA by calling function DATA_WR (). Then, the function
VIDEO_TASK_PROCESS () is called to process the frame
of the video to get the analytic result. Finally, the result is
obtained from the FPGA by calling function DATA_RD(),
and the function FPGA_OFF () is called to turn off
the FPGA.

B. Software Design

We have designed software tools to facilitate application
development and utilize FPGA resources. For example,
TAs shown in Fig. 3, the software of TAPU includes two
components: 1) TAPU Offline, which is responsible for deter-
mining which functions should be offloaded to the FPGA and
how to preconfigure the FPGA images and 2) TAPU Runtime
handles runtime switching and adapts to runtime variations to
maximize TAPU resource utilization. We have developed two
separate tools: 1) the Offline Manager and 2) the Runtime
Manager. With these tools, developers can more efficiently
and effectively utilize FPGA resources in their applications.

1) Offline Manager: The offline manager is aimed to lib-
erate the developers from taking a lot of time in FPGA
programming and deciding on images of FPGA. For the for-
mer objective, the offline manager designs a database called
Image Lib, which stores preconfigured images. For the lat-
ter one, the offline manager designs an NFs Image Decision
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module to determine which NFs are offloaded to FPGA and a
VAs Image Decision module to determine which DNN model
Image is used for VAs. Fig. 7 provides a visual representation
of the modules within the Offline Manager.

Image Library: FPGA development and programming often
take several hours to synthesize and implement hardware
description language (HDL) source code to the FPGA image.
This can create a significant barrier to fast development, espe-
cially when there is a demand for rapid prototyping and
iteration. To address this challenge, TAPU has implemented
an image library (Image Lib) which aims to provide avail-
able images and includes two distinct components: 1) the NF
library (NFLib) and 2) the VAs models library (VALib). The
NFLib contains images that implement commonly used NFs,
such as IPsec (a secure network protocol suite that encrypts
and authenticates data packets) and Gzip. On the other
hand, the VALIib contains images that implement commonly
used the VAs models, including the lightweight DNN model
YOLOV2 which has moderate prediction accuracy, and the
complex DNN model VGG which has high prediction accu-
racy. However, Image Lib cannot contain all NFs and the video
vision models in advance. Therefore, TAPU provides an API
for developers to add their images to the respective image
library.

NF Image Decision: The IoT gateway contains lots of
network operations, but the number of FPGA images is
limited. So it is unfeasible to offload all NFs to FPGA.
Consequently, we need to determine which NFs should be
offloaded to FPGA. We design the decision module which
determines the NF image based on the performance of pro-
cessing the NFs on different hardware and the “stability” of
these NFs.

The first consideration is the performance of processing
NFs. Operating NFs on FPGA is suboptimal occasionally,
and running them on CPU is sometimes favorable. There
are two types of processing in the data plane: 1) shallow
packet processing and 2) deep packet processing. Shallow
packet processing involves executing operations based on
the packet header, such as NAT and firewall. In contrast,
deep packet processing involves executing operations on the
entire packet data, such as IPsec gateway and flow compres-
sion. As packet headers follow a unified protocol specification,
shallow packet processing typically does not require con-
siderable computing resources. Performing shallow packet
processing on a CPU is relatively fast. However, deep packet
processing typically requires more compute resources as the
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data of higher layers lacks regular patterns, resulting in longer
processing times that require more CPU cycles [9]. Therefore,
an NF image decision module prioritizes offloading deep
packet processing types of NFs to FPGA. If still, images are
available, it offloads shallow packet processing types of NFs.
The second consideration for the NF image decision mod-
ule is the stability of NFs. Stable NFs are preferred to be
offloaded to FPGA, as modifying or debugging their design
on FPGA is time-consuming. An NF image decision module
determines the stability of an NF by counting its changing
frequency based on the development log. This parameter is
used to decide which NFs to offload to FPGA.

In brief, an NF image decision module determines which
NFs to offload to FPGA based on the packet processing type
and NF stability.

VA Image Decision: Unlike NFs, only one DNN model is
necessary for VAs at the IoT gateway. Different VAs models
and input resolutions of video lead to typical compute work-
loads and levels of inference. For instance, as Fig. 8 shows,
the inference quality (F1 score) is affected by the resolution
of the input frame.

The problem we face is selecting a DNN model that can
meet the requirements of video resolution and inference qual-
ity while minimizing the VAs execution time. To this end, we
propose a two-step approach: First, we profile the relationships
among the DNN model, input resolution, inference quality,
and VAs execution time. These parameters can be accurately
derived in advance. For instance, we derive the processing
delay of each layer of the YOLOv2 model on Raspberry Pi 3
model B (representing CPU) and Intel Max10 FPGA, and the
results are depicted in Fig. 9. Second, we select the model
that meets VAs requirements while achieving the minimum
execution time.

2) Runtime Manager: The Runtime Manager is responsi-
ble for managing the allocation of FPGA resources. Precisely,
it controls the switching of FPGA images to assign FPGA
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resources to NFs and VAs, striving to maximize the utilization
of FPGA resources. The Runtime Manager comprises the
modules illustrated in Fig. 10.

Image Scheduler, forming the core of the Runtime Manager,
is designed to facilitate the allocation of FPGA resources to
NFs and VAs by controlling the switching of FPGA images.

Image Scheduler first allocates resources for NFs before
utilizing the residual computation capacity to accelerate
VAs. When allocating FPGA resources, it prioritizes NFs
as Ethernet packet sizes can range from 64 to 1500
bytes. According to FPGA-based acceleration solutions,
NFs processing such small amounts of data only require
ultralow microsecond-level latency. In contrast, video requires
millisecond-level latency and has data sizes ranging from tens
to hundreds of megabytes. The latency for NFs is substantially
lower than that for VAs. The Image Scheduler then estimates
the network traffic. It assigns enough FPGA resources for
NFs (switching to the appropriate NFs image in time) and the
remaining FPGA resources to VAs. The calculation of residual
resources and the estimation of network traffic are discussed
in Section IV. Then, Image scheduler sends the allocation
result to the network data process manager and VAs workload
allocator and calls hardware API IMG_SWITCH_VIDEO or
IMG_SWITCH_NETWORK to switch the corresponding image
when resources are allocated to that function.

Network Data Process Manager is designed to schedule
network packet processing upon receipt of the resource allo-
cation result from the Image Scheduler. Upon allocation of
resources to NFs, this module invokes the hardware API
NETWORK_TASK_PROCESS to execute NFs on all unpro-
cessed network packets.

When TAPU employs a trace-driven estimation scheme
(TDES) to estimate the network traffic, as described in
Section IV-B, this module also serves another purpose. It
sends a preemption signal to the Image Scheduler Module
when incoming network packets will exceed the delay toler-
ance. Upon receiving a preemption signal, the Image Scheduler
Module will immediately switch the FPGA to the NFs Image.

VAs Workload Allocator is responsible for scheduling the
execution of VAs tasks when FPGA resources are assigned for
VAs operations. In particular, a VAs task involves the pro-
cessing of a single frame of video using a designated DNN
model.

The execution of VAs tasks can be carried out on either
the local CPU or an FPGA. However, not all types of lay-
ers of a DNN have higher performance when processed by an

IEEE INTERNET OF THINGS JOURNAL, VOL. 10, NO. 20, 15 OCTOBER 2023

TABLE II
MAIN NOTATIONS OF CAPACITY ESTIMATION PROBLEM

Symbol Meaning
D, Period
D, Residual computation capacity per period
VUmaw Maximum generation speed of network packets
d The tolerance delay
s The network packet processing throughput of FPGA
v The number of packets generated in the previous period
Up The number of packets
P; The i-th period
w; The actual number of network packets generated in P;
V4 The predicted number of network packets generated in P;

FPGA. In some cases, it is more efficient to process certain
layers on the CPU than on an FPGA, such as when the fully
connected layer has small data and a big model. In this case,
the performance of the CPU is not too far off from that of the
FPGA. Thus, TAPU opts to schedule VAs tasks in layer gran-
ularity with a CPU-FPGA analytic model. The VAs workload
allocator runs the ATO optimization algorithm described in
Section V to minimize the overall delay in processing a VAs
task using the allocated FPGA resource.

IV. RESIDUAL COMPUTATION CAPACITY ESTIMATION

We are now analyzing the estimation of residual computing
capacity. While the FPGA is shared in the temporal dimension,
we use the amount of time that may be given for VAs to
measure the residual computational capacity. We divide time
into periods. Let D, be the time length for a period. Each D),
consists of a subperiod D, for the NFs and a subperiod D,
for VAs. Table II contains the notations used in the problem
formulation.

The traffic load from the application largely determines
the duration of the subperiod of NFs virtualization (NFV).
Accurately estimating the application traffic load significantly
depends on whether the system is designed for a single pur-
pose or a general application. For instance, single applications,
such as traffic surveillance cameras, which transmit video
of traffic to a remote control center and can recognize car
license plates appearing in the video, are examples of single-
purpose systems. On the other hand, general-purpose engines
are developed to facilitate VAs for a suite of upper-layer appli-
cations, such as a mobile phone with functions like speech
recognition, fingerprint authentication, and face recognition.
Our framework can be applied to both.

If the system is designed for a single application, we can
develop a comprehensive traffic load model that accounts for
the application’s characteristics. There have been numerous
studies conducted in this area, such as Tanwir et al. [10]
employed a Markov modulated gamma process to model 3-D
video traffic, and Park et al. [11] proposed a probability density
function to model the network traffic for games. Three primary
methods for general application traffic estimation are available
for modeling traffic. The first assumes sources continually send
data at a constant rate to the network [12]. The second method
utilizes probabilistic functions to model traffic behavior, which
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typically observes the application traffic following a specific
distribution and adjusts the distribution parameters to model
the network traffic [13]. Finally, the third method employs
traffic traces to evaluate network performance [14].

The distinctiveness of our case lies in preemption, i.e.,
network packet processing is the primary concern and VAs
acceleration can be interrupted when necessary. Therefore, we
initially examine an extreme case wherein application traffic
estimation should not be subject to any preemption, which
we refer to as nonpreemption estimation scheme (NPES).
We then analyze a more general situation in which preemp-
tion is allowed and estimate application traffic based on the
traffic load of previous periods, which we term TDES. This
approach is straightforward and can be applied in a variety of
contexts.

A. Nonpreemption Estimation Scheme

We propose an NPES for the purpose of estimating the
residual computation capacity, with the aim of ensuring no
preemption and maximizing the residual computation capacity
D, in each period.

The residual computation capacity of a period is contingent
upon: 1) the duration of the period; 2) the quantity of packets
processed in the period; and 3) the network packet processing
throughput of the FPGA. To precisely calculate the residual
computation capacity of each period, knowledge of the number
of packets processed in the period is required. Therefore, for
the period i, NPES opts to buffer all network packets and pro-
cess them at the commencement of the following period i+ 1.

The first objective of NPES is to ensure that no preemption
occurs. As stated, each packet has an associated delay toler-
ance d, which is determined by the application. To prevent
preemption, the packet must be processed before the tolerated
delay is exceeded. We make the assumption that the FPGA’s
network packet processing throughput w is greater than the
maximum generation speed of the network packets vyx, i.e.,
$ > Vmax-

Theorem 1: If the network packet processing throughput
w of FPGA is more significant than the maximum genera-
tion speed of network packets vmax, and the period D), is not
greater than (d/2), then NPES can operate without incurring
preemption.

Proof: No preemption means all packets can be processed
before the tolerance delay d. Thus, we prove that if § > v
and D, < (d/2), all packets can be processed before validating
the tolerated delay. Let D,, denote the delay a packet p; needed
to wait to be processed, we prove that D,, <d.

D,, consists of two parts: 1) the time in which the packet is
buffered in its generation period i, denoted as Dj and 2) the
time needed to wait for NIC to process the unprocessed pack-
ets generated before p; in the period i + 1, denoted as D.. It
is obvious that D, < D). Let N denote the number of unpro-
cessed packets generated before p;. We have D, = (N/s). As
the maximum generation speed of the network packets is vpax,
thus N < D,vpax, combined with D, = (N/s) and vpax < s,
we have D. < D,. Therefore, D,, = Dy + D. < 2D,. If
D, < (d/2), we have D, < d. |
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Processing network packet on FPGA is faster than the
generation of network packets, so a longer period will lead
to more residual computation capacity. Therefore, the length
of the period is set to be (d/2), i.e., D, = (d/2).

Let v be the number of network packets generated in the
previous period and s denote the throughput of network packet
processing on FPGA. We can compute D, = (d/2) — (v/s).

B. Trace-Driven Estimation Scheme

We propose a TDES for a general case that allows preemp-
tion to maximize the residual computation capacity D, in each
period. Our approach is to predict the number of packets gen-
erated in the period. If the exact number of packets, denoted
as vp, can be predicted, then the residual computation capac-
ity D, can be computed as D, = D, — (v,/s), where s is the
network packet processing throughput of FPGA.

We used network traffic traces to estimate application traffic
rather than relying on a constant injection rate and proba-
bilistic function. The trace-based method generally yields a
more accurate prediction than the latter [15]. To this end, we
employed an auto-regressive (AR) [16] predictor to predict the
upcoming period’s traffic load based on the preceding periods’
traffic load.

Let K denote the number of periods whose network
information is used to estimate the network traffic of the next
period P,. Let P; denote the ith period before P,, where
i =1,2,...,K. Let w; and v; denote the actual and pre-
dicted number of network packets generated in period P;,
respectively. Let v, denote the number of network packets
generated in period P,. The AR model can be present as
Vp = mwi + mw2 + --- + ngwg + o, where a is the white
noise, 1; (1 <i < K) is the smoothing value which reflects the
periodic characteristics of the network packet. We adopt the
following equation to compute the mean square error (MSE)
between the actual packet quantity w; and the periodic network
packets g;

K
_1 2
MSE = — ;(W, vi)2. (1)

The smaller MSE can better reflect the periodic characteristics.
Thus, we carefully choose K and n; (1 < i < K) to make MSE
smallest.

Now, we consider the length of D), which affects the resid-
ual computation capacity. Each packet has a delay tolerance
of d, which means it can be buffered at the most d time or a
preemption happens. Since it is difficult to predict the exact
generation time of network packets, we consider the worse
case that a packet is generated at the beginning of the period.
Thus, we set the length of the period to be d, i.e., D, = d. We
can compute the residual computation power D, = d — (vp/s).

V. VIDEO ANALYTICS TASK OFFLOADING OPTIMIZATION

The residual computation capacity allocated for VAs at
any given time may not be sufficient to execute a full VA
task. To take advantage of the limited residual computation
capacity, we propose the CPU-FPGA analytic model, wherein
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(@) (b)
Fig. 11. Different representation of the Inception v4 model. (a) Layer representation. (b) Graph representation.

TABLE III
MAIN NOTATIONS OF OFFLOADING OPTIMIZATION PROBLEM

Symbol Meaning
g The DAG of DNN
% The set of vertices representing the layers of DNN
& The set of links
Ve The vertices processed by CPU
Vi The vertices processed by FPGA
ds The time needed to process v; by CPU
d'zf The time needed to process v; by FPGA
dr The time needed to transfer the output data of v;
D, The processing delay at CPU
Dp, The transimission delay
Dy The processing delay at FPGA

some layers of a DNN are executed on the CPU, while the
remaining layers are carried out on the FPGA. We explore
how to offload analytics from the CPU to the FPGA with the
aim of minimizing the overall delay in executing VA tasks.
We formulate the ATO problem as an NP-hard problem and
design a heuristic algorithm to address it. The notations used
in the formulation of the problem are listed in Table III.

A. CPU-FPGA Analytic Model

In this section, we introduce the CPU-FPGA analytic model
in a formal manner.

1) DNN as Graph: A DNN is structured as a directed
acyclic graph (DAG) communication diagram. Each node in
the diagram symbolizes a single layer of the neural network,
which is inseparable and must be processed either at the edge
or in the cloud. The connections within the graph show the
communication and dependencies among the layers.

Let G = (£,V) denote the DAG of DNN, where V =
{vi,va,..., vy} is the set of vertices representing the layers
of the DNN (especially, v; and v, represent the input layer
and output layer, respectively). £ is the set of links. A link
(vi, vj) € & represents that v; needs to feed its results after pro-
cessing to v;. Fig. 11(b) shows the DAG of the pure inception
v4 network [17] in Fig. 11(a).

The processing time of each layer is dependent on where
it is handled (i.e., CPU or FPGA). Let dj and d{ be the pro-
cessing time of v; by CPU and FPGA, respectively. Let 47"
denote the time of v; needed to transfer its output data in the
middle of the CPU/memory and FPGA through the PCI-E bus
if v; and its successor are processed at a different context (e.g.,

v; is processed at CPU, while at least one of its successor is
processed at FPGA).

We define D, = {d{,d5,...,d}, Dy = {d{",dy, ..., d}},
D; = {d,d}, ..., d)}. They signify the three major delays:
1) computation delay at CPU; 2) transmission delay; and
3) computation delay at FPGA of each layer. These values
can be determined in advance.

2) DNN PFartitioning: Our objective is to partition DNN
into two parts so that one part is managed by CPU and
the other is managed by FPGA. Algebraically, we should
find a bipartition of V: (V., Vy), where VCUVf = VY and
Ve (Vs = 0. V. are processed by CPU and Vy are processed
by FPGA. Let {Vi, = v; : (vi, v)) € EnW;i €V AV, € Vrvv; €
Vi A Vi € Vo)) The end result of the vertices in V, will
be transferred between CPU/memory and FPGA through the
PCI-E bus. V, will produce a processing lag at CPU. V), will
cause transmission latency. Vy will create a processing holdup
at FPGA.

3) Delay Components and Constraint: Let Dyoa denote the
overall delay to process a VA task. Once the division is con-
structed, each frame is handled by three phases, i.e., processed
by CPU, sent from CPU/memory to FPGA through PCI-E bus,
and processed by FPGA. The overall delay is the sum of the
delays of the three stages.

The postponements of the three phases are portrayed as
follows. In the CPU-processing phase

D.= Y d. )

vieVe

In the FPGA-computing stage

D=3y d. 3)

v,-eVp

In the transmission stage

Dy= ) d. 4)

V,’GVm

Thus, we have Dital = D¢ + Dy, + Dy.

Note that the CPU of our system is perpetually ready for
carrying out VAs tasks, while the FPGA can be employed
for executing VAs tasks solely within the restricted remain-
ing computation power. Therefore, the delay of the FPGA-
computing stage cannot exceed the allocated computation
capacity. Let D, denote the allocated residual computation
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capacity. We have the following constraint:

Dy= > d <D, (5)

vieVy

B. Problem Formulation and Analysis

The goal of the ATO problem in this article is to reduce
the total postponement in carrying out a VAs task, given the
assigned computation capability, the DNN architecture dia-
gram, processing pauses of each layer at CPU and FPGA,
and transmission delay of each layer. Note that hardware
implementation (i.e., FPGA) of a DNN layer is significantly
faster than that of one general-purpose processor, thus reduc-
ing the total latency is equivalent to reducing the aggregate
delays of the CPU-processing phase and transmission phase.
Therefore, the aggregate delays of the CPU-processing phase
and transmission phase are the goal. The decision variable is
the partition vertices Vp. The constraint is that the delay of
the FPGA-computing stage does not exceed the allocated com-
putation capacity. In conclusion, we define ATO optimization
problem as follows.

Problem 1 (ATO): Given G, D., Dy, D, and D,, determine
Ve and Vy, subject to constraint (5), to minimize D¢y, =
D, + Dy,.

We analyze the complexity of the problem ATO. We prove
problem ATO is NP-hard by reducing it to an introduced deci-
sion (IntroD) problem which is NP-complete. The following
quandary IntroD can be defined.

Problem 2 (IntroD): Given G, D¢, Dy, Dy, D,, and Dy, is
there a partition (V,, Vy) so that Dy < D, and D¢y = De +
D,, < Ty?

Theorem 2: Problem IntroD is NP-complete even if only
graphs with no links are considered.

Proof: To demonstrate the NP-hardness, we map the
Knapsack dilemma to problem IntroD. Let an instance of the
Knapsack problem be provided, i.e., there are n items, the
weights of the items are represented by w;, the cost of the
objects by p;, the weight limit by W, and the cost limit by
K. The target is to decide whether there is a collection X
of elements so that ) ,.yw; < W and ) ,.xp; > K. Based
on this, we define an instance of problem IntroD as follows:
V = vi,va,...,vp, E = 0. Let d{ = pi,di = w; (since
& = ), we can define df = 0). Introducing A = Zwevpi.
Let Do =W and D, = W — K.

We declare that this instance of IntroD is resolvable if the
original (3) Knapsack problem has a solution. Assuming that
problem IntroD has a solution (V, Vf), where V. U Vy =V
and V. N Vy = @. This means that D, + Dy, < W and Dy =
dey, = A= K = ), cypi — K. The latter one can be
formulated as K < >, ypi — Zwevf pi = ).y, pi- This
proves that X = Vy is a solution to the original Knapsack
problem.

Now, we assume that X resolves the Knapsack issue.
Therefore, », xdf = >, cxwi < W =Dg and }_, ypi >

K=A-D, = Zwev pi—D,. The latter one can be formulated

as Dr z Zv,«evpi - Zv,EXpi = ZV,‘GV/Xpi = ZV,‘EV/X d{
This verifies that (V/X, X) solves problem IntroD. |
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‘ Virtual Entry Node ‘ Virtual Exit Node

(V) EdgeNode (') FPGANode (V') Ausiliary Node

Fig. 12. Illustration of conversion to s—¢ cut problem using inception v4 as
an example.

The preceding evidence suggests that the particular case of
IntroD, in which the graph has no edge, is analogous to the
Knapsack problem.

Theorem 3: Problem ATO is NP-hard.

Proof: Problem IntroD can be reduced to problem ATO:
ATO provides a solution where Dy < D, and D¢, = D¢ + Dy,
is minimal; let this value be D}, . Clearly IntroD is solvable
iff D%, < Dy. ]

C. ATO Algorithm

We tackle the ATO conundrum. As Problem ATO is NP-
hard, it is improbable to discover a worldwide ideal solution
within a polynomial time frame. To this end, we invent
the minimize VA delay (MVAD) algorithm, which furnishes
a regionally optimal solution. The rationale for developing
MVAD is as follows. First, we transform the partition problem
into a weighted s—¢ graph cut problem. Subsequently, we
generate a set of graph cuts, each of which corresponds to
a partition, and we choose the optimal division from this
collection that adheres to the stipulated threshold on 7.

We first illustrate how to convert the partition problem to an
s—t graph cut problem. A segmentation of the nodes of a graph
into two distinct sets is a cut. The s—t cut of G’ is a cut that
necessitates source s and sinks 7 to be in separate collections.
The magnitude of a cut is specified as the aggregate of the
price of each connection in the cut-set. The challenge here is
that each node in G carries three delay values df, d{ , and d}".
The delay that adds to the total delay relies on where the node
is processed. To this end, we construct an auxiliary graph G,
so that each link merely captures a single delay value. The
construct of G is shown in Fig. 12: 1) in accordance with
G, two nodes S and T are incorporated to designate virtual
entry and exit nodes, respectively; 2) we establish connections
between S and each vertex v; € V with the magnitude of
ozd{ , referred to as “red links,” to capture the FPGA-computing
delay of v;; 3) we interconnect each vertex v; € V and T by
assigning a value of ,Bdf, referred to as “blue links,” to account
for the CPU-computing delay of v; and 4) we assign the value
ydl? to link (v;, v;), to capture the transmission delays. Here,
aeR", BeRT, y eR".

However, this is insufficient as one vertex may have multiple
successors and its communication delay is counted multiple
times. For example, v; in Fig. 11(b) has three outgoing links
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but the communication delay of v; has to be counted at
most once. To this end, we introduce auxiliary vertices into
graph G'. That is, for any vertex vz € V whose outdegree
is greater than one, we add an auxiliary vertex v, and link
(vi, v}(). The links from vy to successors of v; are now replaced
from v;( to successors of vi. As shown in Fig. 12, the outde-
gree of vertex v is greater than one, we thus add an auxiliary
vertex v and link (vi, v}). The links (v, v3) and (v, v4) are
replaced by links (v, v3) and (|, v4), respectively.

Now, without considering S and 7, if a vertex v has one
successor, the link starting from v corresponds to its commu-
nication delay (black link shown in Fig. 12). If v has multiple
successors, all the links starting from v (dashed links shown in
Fig. 12) should not be considered since the delay has already
been considered from v to v'.

In this way, each s—z cut of G’ witha =1, =1land y = 1
correspond to a DNN partition. More specifically, if cutting on
the link from S to v; € V (red link shown in Fig. 12), then v;
will be processed by FPGA, i.e., v; € V.. If cutting on the link
from v; € V to T (blue link show in Fig. 12), then v; will be
processed on the edge, i.e., v; € Vy. If cutting on the link from
vi € Vtov; € V{JVp (black link show in Fig. 12), then the
information of v; will be exchanged between CPU and FPGA,
ie., vi € V,. The total cost of severing red links amounts
to FPGA-processing time Dy. The total cost of severing on
blue links equals CPU-computation time D.. The total cost of
cutting black links amounts to transmission time.

The second step is to generate a set of partitions and select
the best one. The approach is to find the minimum s—t cut of G’
with several different o, 8, and y values. Note that the smallest
division of the graph problem can be solved in polynomial
time, and we utilize Goldberg’s algorithm [18], which works
in O(n?) time. In this way, a partition is generated with a
specific o, B, y tuple. Afterward, we assess if this division
is adequate for ATO. If it exceeds all preexisting solutions, it
is deemed a novel solution to ATO. We repeat the preceding
process for a broad spectrum of «, §, and y tuples.

Obviously, the outcome of the least s— cut of G’ is dic-
tated by the proportion of three parameters as opposed to their
exact figures. Thus, we can fix one of the three, say y = 1,
and merely modify the other two. Therefore, we have a 2-D
search space for o and 8. Our algorithm employs a two-stage
approach for optimal speed. First, we initially search in the
2-D plane with a rough granularity to find the top outcome
approximately. Then, in the second stage, we apply a finer
granularity search in the vicinity of the best solution for fur-
ther improvement. We reiterate the steps until the augmented
performance is less than a limit € or at most / round.

The overall algorithm MVAD () is shown in Algorithm 1.
A function min-cut () (line 14) is designed to construct G’
and compute the minimum cut of G’. A function search ()
(lines 10-17) is aimed to search for the best cut in a given
space S £ [oy, B, ap, Br], meaning that o < o < ay, B <
B < Bn, and a granularity § (lines 12 and 13), i.e., the step
size of changing o and B is § each time. For each « and B,
search () calls min-cut () to compute the minimum cut.
Lines 15 and 16 guarantee the cut fulfills the given limit on
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Algorithm 1: MVAD Algorithm MVAD ()
Input: Q,Dc,Df,Dm,Dr,e,h,K
Output: V¢, Vy
1 Dpin <——|—<><>;D;nin «—0;H<«0;8 < 1;
> D) . U

min(D,)* Pu < M,

aj < 0; B < 0; oy <

2
3 S <« oy, Br, o, Buls

4 while |D/ . — Dpin| > € AH < hdo

5 H < H+1; D, . < Dpin;

6 le, B, Ve, Vr, Dinl <—Search(S, §, Duin);

7 ap<—a—8,ay < a+86 < B—36 Pu< B+
8 | § < §/K;

9 return Ve, Vy;

10 function Search(lay, B, au, ul, 8, Dls)

11 Dpjin < +00;

12 for o < a0 <oy;a <~ a+65 do

13 for B <~ B B<Bu;B < B+35do

14 Ve, V. Dmin, Dyl <min-cut(g, aDc¢, BDf, Dim);
15 if Dipin < Dri A Dy < Dy then

16 | o* < a; B* < B; Dl < Dins

17 return o*, 8%, Ve, Vr, D

k.
min’

FPGA computation capacity and the sum of CPU-computing
and transmission delay is nonincreasing.

The overall algorithm begins by setting the search granu-
larity § to be 1 (line 1) and the search space large enough
(line 2 and 3). Subsequently, it invokes search () (line 7)
to traverse the given space S with a granularity 8§, and returns
the best « and S found currently. Then, MVAD () narrows
down the search space S (line 7) to the neighborhood of the
best o and B for the current iteration, and adjusts & to a finer
granularity (line 8). Such area S and fineness § is yielded to
search (). The endpoint for the cycle is that the enhanced
performance is less than a limit € (line 4), or the computation
round exceeds h. Finally, it returns the cut with the best-found
performance (line 9). Clearly, we can attain an ideal local-
ized outcome with regard to the neighborhood of the final
o and B. MVAD () is a polynomial-time algorithm with the
computational complexity of O(hn?).

VI. IMPLEMENTATION

We implemented a prototype of TAPU and incorporated
it into an IoT portal, as shown in Fig. 14. We employed a
Raspberry Pi to replicate an IoT gateway, which was com-
bined with a Logitech BRIO camera for video recording.
We arranged a cloud as the data-receiving terminal to com-
municate with the Raspberry Pi, and a laptop computer to
demonstrate the cloud end. Two profound packet processing
NFs, the data encryption standard (DES) algorithm, and the
rapid data compression (Gzip) algorithm, as well as VAs, were
offloaded to TAPU for acceleration.

A. Hardware Implementation

We select Intel Max10 [19], a dual-image FPGA as the
hardware board for TAPU.
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def IMG_SWITCH VIDEO() :

1
2 if (Configuration_Area_1 == VIDEO_IMG) {

3 Relay0 = 1;

4 else if (Configuration_Area_ 2 == VIDEO_IMG)
5 Relay0 = 0;

6 Relayl = 1;

Fig. 13.  Code of API IMG_SWTICH_VIDEO().

Display
device

Fig. 14. Prototype implementation.

Max10
408\1‘” CONFIG_SEL NF Image
Altera Dual VA Image
SW2 ry nconrig | |Configuration
(a)
Rel
clayd Max10
7| CONFIG_SEL NF Image
: Altera Dual VA Image

Configuration

cvQ
QoeyIN] O/

2y
.~ | RU_nCONFIG

Relay1 (b)

Fig. 15. Tllustration of using relays to replace switches.

Integration of TAPU and Raspberry Pi: We interface Max10
to the Raspberry Pi. Max 10 has a USB Blaster that can
be employed to connect the USB port of the Raspberry Pi
by means of a USB-to-serial cable. We effectuate the com-
munication between TAPU and Raspberry Pi using Thrift,
an open-source flexible RPC interface. The RPC message is
sent via the USB-to-serial cable. Furthermore, we delegate
the responsibility for managing network packets in MAC and
PHY layer to Max10, i.e., TAPU also functions as a network
interface card (NIC) so that after processing, network packets
can be expeditiously transferred to the cloud without wasting
time for sending back processing result to NIC. We block the
other NIC on the Raspberry Pi by editing the file “ifcfg-eth0”
in Linux.!

FPGA Image Switch  Control: TAPU  provides
the hardware API IMG_SWITCH_VIDEO () and
IMG_SWITCH_NETWORK () which are used to switch

programmed images in logic units. A particular challenge lies
in the fact that the transition between images of FPGA must
be achieved through automated commands. Nevertheless, in
Max10, there are two control points, SW1 and SW2, see
Fig. 15(a). SW1 is used to select the (next) image by the
CONFIG_SEL pin and SW2 is used to trigger reconfiguration

lIntuitively, Raspberry Pi has two NICs and we only use the Max 10 NIC.
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Max 10
RGMII
FPGA Interface Sl\élgrlvlell 11
TXC___ || GTX_C
[ | TXCTL_ | ) TX E
[ | TD[3:0__| | TXD[3:0]
MAC , PHY ) RIS
kf—RXC RX_CL
Wl RXCTL_ | Ipyp
.l RD[3:0]__| | RXD[3:0]

Fig. 16.
layer.

Implementation of a processing network packet in MAC and PHY

by the RU_nCONFIG pin. To finish a picture changeover
procedure, SW1 and SW2 should be activated manually. We
execute a hardware reconfiguration to substitute the manual
switch SW1 and SW2 by relays depicted in Fig. 15(b). We
remove the switch SW1 and SW2 and solider a relay at
the original place of SW1 and SW2. We show the code of
API IMG_SWITCH_VIDEO in Fig. 13, and the code of API
IMG_SWITCH_NETWORK is similar. We can observe that
when transitioning to the image stored in the flash area one,
TAPU switches CONFIG_SEL pin by RelayO0, then initiates
the reconfiguration by lowering the RU_nCONFIG pins down
by Relayl, and vice versa.

B. Network Functions Implementation

To achieve our goal of incorporating NFs DES and Gzip
in a single image, we utilize the partial reconfiguration (PR)
technique. This is necessary because only one image can be
used for NFs in Max10 (the left one is allocated for VAs), and
the logic units of Max10 FPGA are large enough to implement
these two functions together. The kernel structure is based on
a Verilog implementation by IBM described in [20].

We process network packets in both the MAC and PHY lay-
ers. In the MAC layer, we assemble Ethernet frames, which
involves realigning the payload, modifying the source address,
computing and appending the CRC-32 field, and inserting
interpacket gap bytes. This process requires certain compu-
tation capability. In the PHY layer, we translate digital signals
to analog signals, which necessitates a PHY chip. To address
these challenges, we implement the MAC layer on the FPGA
segment of Mal0O, which has adequate computation capacity,
and the PHY layer in the Marvell 88E111 chips of the Max 10
development board. The board includes a PHY chip, as shown
in Fig. 16, and MAC communicates with PHY through RGMII
interfaces. Subsequently, the PHY links the Ethernet cable
through the modular connector RJ45 to transmit the packets.

C. Video Analytics Implementation

We have chosen to implement VAs using PipeCNN, an
efficient OpenCL-based CNN accelerator on FPGAs. This
accelerator provides a faster hardware development cycle
and software-friendly program interfaces. We have conducted
design space exploration to identify the optimal design that
maximizes throughput or minimizes execution time, sig-
nificantly reducing the development cycle. For our DNN
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model, we have implemented YOLOV2, a state-of-the-art real-
time object detection system that is widely used in VAs
applications.

VII. PERFORMANCE EVALUATION

We use experiments based on real-world data to evaluate
the implemented prototype.

A. Experiment Setup

Network Traffic Data Sets: For the data transferred from
EdgeBox (i.e., Raspberry Pi) to the cloud, we use a real-
world smart grid data set released in Smart* [21]. The Smart*
data set is composed of UMass Smart* and UMass Smart*
Microgrid. It comprises power data from three distinct Smart
Homes, with electricity consumption and generation from
wind turbines and solar panels recorded at one-second res-
olution, and electricity usage at the circuit level measured
at a few-second interval. Additionally, the data set contains
ambient information and some ground-truth data from the
occupants. All types of data are regularly transferred to the
cloud. For instance, the value of real-time voltage, which is
sensed once per second, is uploaded to the cloud every 20 s.

VAs Setting: We configure the camera to capture 15 frames
per second (FPS), with a resolution of 720 p. To detect
animations in the video, we employ YOLOv2.

Evaluation Criteria: The network traffic of EdgeBox is
regular. Thus, TAPU-based EdgeBox uses NPES by default.

Baseline: 'We compare TAPU with the following two
approaches: 1) O-VA-FPGA offloads only VAs to Intel Max10
FPGA and implementing all NFs in software and 2) D-FPGA
offloads VAs and NFs to two dedicated Intel Max10 FPGA
without sharing.

Metric: First, we evaluate the throughput and latency of
TAPU, O-VA-FPGA, and D-FPGA for VAs and network
processing. Subsequently, we analyze the utilized ratio of
FPGA, which is the ratio between the actually utilized FPGA
resources and the total amount of FPGA resources. This
ratio can demonstrate how effectively the FPGA resources
have been utilized. Please note that the low utilized ratio
of FPGA leads to the overprovision of hardware resource
and increase the system cost. For example, when the utiliza-
tion rate of a low-priced, low-computing FPGA is high, it
can meet the performance requirements. There is no need to
use a high-priced, high-computing chip. When the utilization
rate is low, it will cause the overprovision of resources and
increases the system cost. We evaluate the utilized ratio of the
aforementioned three approaches.

B. Experiment Results

1) Throughput on Video Analytics: Fig. 17 shows that
TAPU and D-FPGA outperform O-VA-FPGA in terms of VAs
throughput. Specifically, the VAs throughput of TAPU and
D-FPGA is 1.49 and 1.52 times that of O-VA-FPGA, respec-
tively. This is attributed to the fact that advanced NFs take up
most of the CPU resources, leaving a limited amount of CPU
resources to be allocated for preprocessing of VAs, thus mak-
ing it the bottleneck. Conversely, TAPU and D-FPGA are able
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to process the advanced NFs on FPGA, thus allowing more
CPU resources to be allocated for preprocessing.

The throughput of TAPU (14.71 FPS) is observed to be
slightly lower than that of D-FPGA (15 FPS). This discrepancy
can be attributed to the fact that the FPGA in TAPU is shared
between VAs and NFs, thus resulting in a minor difference in
performance.

2) Latency on Video Analytics: In Fig. 19, the VAs latency
of TAPU (67.98 ms), O-VA-FPGA, and D-FPGA are com-
pared. We observe that TAPU and D-FPGA significantly out-
perform O-VA-FPGA. TAPU and D-FPGA have VAs latency
that is 0.67 and 1.02 times that of O-VA-FPGA, respectively.

3) Throughput on Network Processing: Fig. 18 illustrates
the network processing throughput of TAPU, O-VA-FPGA,
and D-FPGA. It is evident that TAPU and D-FPGA signif-
icantly outperform O-VA-FPGA, with a throughput of 16.8
Mb/s, which is 2.33 times greater than that of O-VA-FPGA.
This finding suggests that hardware acceleration is more effec-
tive than software-based processing, even when the majority
of CPU resources are allocated for NFs.

Contrary to the results of VAs throughput, the network pro-
cessing throughput of TAPU remains the same as that of
D-FPGA. This is despite the fact that NFs and video share
the same FPGA resource. This phenomenon can be attributed
to TAPU’s higher priority given to network processing over
VAs. Specifically, FPGA resource is allocated to accelerate
VAs only after the processing of network packets has been
completed.

4) Latency on Network Processing: In Fig. 20, we com-
pare the network processing latency of TAPU, O-VA-FPGA,
and D-FPGA. As with the latency results on VAs, TAPU
and D-FPGA demonstrate a significant improvement over
O-VA-FPGA. TAPU and D-FPGA achieve a speed of
59.52 ms, which is 0.43 times faster than that of O-VA-FPGA.
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TABLE IV
AVERAGE UTILIZED RATIO OF FPGA

Approach Utilized Ratio
O-VA-FPGA 37.29%
TAPU 92.51%
D-FPGA 36.32%

5) Utilized Ratio of FPGA: By comparing the FPGA
utilization of TAPU, O-VA-FPGA, and D-FPGA, Fig. 21
shows the Gantt chart of FPGA working status. The yellow
box in the figure indicates idle time, the red box indicates
network packet processing, and the blue box indicates VAs.
Ignoring the image switch time, which is relatively small
(around 9 ms), Fig. 21(a) and (c) demonstrate that O-VA-
FPGA and D-FPGA have a high ratio of idle FPGA, leading
to inefficient utilization of resources. In contrast, TAPU has
significantly less idle time, as shown in Fig. 21(b). This illus-
trates that TAPU can effectively utilize FPGA resources for
both VAs and network processing.

As presented in Table IV, the FPGA utilized ratio in TAPU
can reach up to 92.51%, which is 2.48 and 2.55 times
higher than that of O-VA-FPGA and D-FPGA, respectively.
Despite D-FPGA having the highest throughput due to over-
provisioning, it has the lowest utilization. By comparison,
TAPU has almost the same throughput as D-FPGA but with-
out the need for over-provisioning, resulting in much higher
utilization.

6) Application Development Effort: We investigate the
potential of TAPU to facilitate the development of applica-
tions on dual-image FPGAs. To this end, we develop two
applications, namely, VC and vehicles and pedestrians detec-
tion (VPD), as well as advanced NFs DES and ZIP on two
dual-image FPGAs, namely, Intel Max10 and Xilinx Artix-7.
We then compare the development effort in terms of the pro-
gram length when programming with and without the skeleton
provided by TAPU. The results of our study demonstrate
the potential of TAPU to reduce the development effort for
applications on dual-image FPGAs.

Table V presents the development effort of two applica-
tions on two different dual-image FPGAs. The results reveal
two significant observations. First, the skeleton of TAPU can
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TABLE V
DEVELOPMENT EFFORT W/O SKELETON AMONG
DIFFERENT APPLICATIONS

Skeleton # Code lines(Reduction Rate)

APP.

Enable Max10 Artix-7 Max10+Artix-7
ve X 21.1k 26.4k 47.5k
Video v 12.4k(-41.2%)  12.4k(-53.3%) 12.4k(-73.9%)
vPD X 32.5k 34.9k 67.4k
v 14.9k(-54.5%) 14.9k(-57.3%) 14.9k(-77.9%)
DES X 3.4k 4.5k 7.9k
v 22K(-58.8%)  22k(-51.1%)  2.2k(-72.1%)
Network
7IP X 5.2k 5.9k 11.1k
v 37K(-28.8%)  3.7K(-37.2%)  3.7K(-66.7%)

TABLE VI
COMPARISON OF TWO ESTIMATION SCHEME (V FOR VAS,
N FOR NETWORK PROCESSING)

Scheme | Throughput (V) | Latency (V) | Throughput (N) | Latency (N)

NPES 14.71 FPS 67.98 ms 16.80 Mbps 59.52 ms

TDES 13.20 FPS 75.75 ms 16.95 Mbps 58.99 ms
TABLE VII

SWITCH TIME COMPARISON

Approach Switch time
Dual-image FPGA 8.7 ms
Two single-image FPGA 9.6 ms

reduce a lot of development effort for all applications. For
instance, the total lines of source code decrease by 41.2% and
54.5% for VC and VPD on Max10 when using skeleton.

Second, TAPU provides portability for application develop-
ment. Specifically, with the skeleton, the code length of DES
programmed on both Max10 and Artix-7 is consistent, mea-
suring at 2.2 k lines, as shown in Table V. This demonstrates
that the developer can reuse the code without modification
for different FPGAs, thus enabling a higher degree of code
portability.

7) Comparison Between Nonpreemption Estimation Scheme
and Trace-Driven Estimation Scheme: We compare two esti-
mation schemes NPES and TDES to demonstrate their
performance in VAs and network processing. As shown in
Table VI, we find that NPES performs better than TDES in
VAs, and is inferior to TDES in network processing. This
is because NPES assumes network traffic should not incur
any preemption of VAs, which leads to network processing
performance is not as good as TDES.

8) Runtime Overhead: We analyze the runtime overhead of
TAPU from two aspects as follows.

Skeleton Overhead: The skeleton comprises several hard-
ware functions that are designed to minimize development
efforts, introducing a negligible delay when calling the func-
tion. Our experiments have revealed that the delay caused by
calling the function is less than 1 ms, and the FPGA exe-
cutes the task at the millisecond level, thus rendering the delay
inconsequential.

FPGA Switch Overhead: The switching between dual-image
FPGAs is unavoidable yet still quicker than utilizing two
single-image FPGAs, as demonstrated in Table VII. This is
because the image has been preloaded in dual-image FPGA
and intermediary outcomes can be put away in RAM, while
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Fig. 22. End-to-end operations of TAPU in the campus traffic monitoring
system. (Photograph has been informed and approved by the people in it and
erased private information.)

two single FPGAs need to trade intermediary outcomes
through I/O before continuing to the following stage.

C. Case Studies

To gain a better understanding of how TAPU performs in
the real world, we have integrated it into two IoT gateways
to enable different NFs and VAs applications. We have aug-
mented a campus traffic monitor gateway with TAPU [22], for
detecting vehicle speed and transmitting images of speeding
vehicles to the server for storage, accountability, and punish-
ment. Additionally, we have utilized TAPU to set up an office
surveillance gateway [23], which is able to send the video of
individuals who are in danger to the monitoring side of the
health center and serve various applications using the network
in the office. Furthermore, we have demonstrated the end-to-
end operations of TAPU in both cases and all photographs has
been approved by the people in it.

1) Campus Traffic Monitor System: We integrated TAPU
into a campus traffic monitor gateway, as depicted in the
right image of Fig. 22. This campus traffic monitor system
deploys thirty Hikvision radar cameras at crucial roads and
intersections within the 2 km?> campus to detect speeding
vehicles, which are recorded by a central server. It utilizes
YOLOV2 to accomplish the license plate detection and vehi-
cle speed measurement functions. The server is equipped with
an Intel Core 19 11900K CPU and 120 GB of memory, running
Ubuntu Server 18.04. Each camera is equipped with an ARM
Cortex-A9 MPCore Soc and 8 GB memory, running on an
embedded system, and connects to the server via a dedicated
network to guarantee the system’s security and stability. Since
the network status is stable and no other applications are con-
suming network resources, the NPES is used to calculate the
residual computation capacity for VAs. As all cameras share
the resources of the server, the resource allocated to each cam-
era is limited. Therefore, we employed the ATO algorithm of
TAPU to support this application.

We collect the video of a camera between 7:00 AM and
10:00 AM as the data set for TAPU and show the end-to-
end operation of TAPU in Fig. 22. The top plot shows the
trend of object number per frame, which shows the fluctua-
tion of workload. Between 8:15 and 9:15, due to the increase
in vehicle and human traffic on weekdays, the object number
per frame suddenly increases. The second plot shows the
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Fig. 23. End-to-end operations of TAPU in the office surveillance system.
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utilization status of the FPGA over a period of time. The
utilization remains consistent due to the dedicated communi-
cation channel and increase as the workload gets heavier. The
bottom two plots demonstrate the resource allocation in the
FPGA and the partition layer change between the FPGA and
the CPU, which is calculated by the ATO algorithm, and ver-
ify that TAPU successfully adjusts the partition layer during
runtime, respectively. These changes are caused by dynamic
changes in the number of vehicles at different times, which
results in different numbers of DNN inference tasks and thus
various resource allocations of the server to the cameras. This
case demonstrates that TAPU can be effectively applied to
large-scale, multiterminal IoT systems.

We estimate the overhead of TAPU further in this case.
We find that the communication cost between TAPU and the
IoT gateway is approximately 2—4 s, or 0.15% of compu-
tation time. These results demonstrate that TAPU has low
overhead and can be effectively utilized to speed up the edge
IoT gateway in real-world scenarios.

2) Office Surveillance System: We focus on applying
TAPU to support an office surveillance system deployed in
our laboratory. The system consists of Hikvision’s Al-powered
fall detection camera, an IoT gateway, and other edge devices
running various applications connected to the gateway. The
gateway receives the image from the camera and is responsible
for the network traffic of the other IoT devices and applica-
tions. It has a pretrained model, Faster RCNN, to detect people
within the monitored area. We tested the efficacy of TAPU
in two scenarios: 1) People Falling: an individual enters the
camera’s field of view and simulates a fall and 2) Network
Fluctuation: we used other applications to access the network
and increase the load of the gateway processing network pack-
ets. As other applications in the edge devices also need to be
connected to the Internet through the IoT gateway, this causes
the network load of the gateway to vary significantly, thus
necessitating a TDES.

As illustrated in Fig. 23, when people walk into the cam-
era’s field of view and fall down, the utilization of the TAPU
increases to nearly 100%, due to the increase in VAs tasks.
However, since the network situation remains unchanged, the
time division of the FPGA image between the NF and the VAs
does not fluctuate much. Consequently, due to the increased
workload of VAs and the fixed estimated residual computation
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capacity of the FPGA, some of the tasks can only be completed
on the CPU, thus increasing the workload of the CPU in the
DNN partition. Similarly, when the network load increases,
the utilization of the FPGA also increases to nearly 100%.
Since the TAPU prioritizes the NFs, the FPGA allocates
more resources to the NFs image, thus reducing the resource
obtained by the VAs image. This results in part of the VAs
being done more on the CPU, leading to more layers of the
DNN partition being calculated on the CPU.

In these two scenarios, we observed that the response time
of TAPU to detect a fall decreased from 2 s to less than 1 s.
Moreover, even when the network was congested, the time
to recognize a fall did not exceed 2 s, thereby ensuring an
effective and timely detection of falls. In conclusion, TAPU
can be effectively deployed in smart fall detection systems to
accelerate the detection process and to better handle different
network conditions. We also estimated the overhead of TAPU
in this case. We found that the communication cost between
TAPU and the [oT gateway was approximately 1-2 ms, which
was only 0.1% of the computation time. These results demon-
strate that TAPU is lightweight and can be used to enhance
the performance of edge IoT gateways.

VIII. RELATED WORK

TAPU is an IoT gateway that utilizes a newly developed
hardware, the multi-image FPGA enhancer, to offer acceler-
ated video analysis and enhanced networking capabilities.

VAs Acceleration: VAs can be utilized for a broad array
of applications in IoT gateways. It can be employed to
detect motion, recognize objects, and monitor activities [24].
EC2Detect [25] is an edge—cloud collaborative real-time online
video object detection method, utilizing a tracking-assisted
object detection architecture based on edge—cloud collabo-
ration with keyframe selection. Pathak et al. [26] proposed
a distributed framework to orchestrate VAs across Edge
and Cloud resources, exploring the tradeoffs between dis-
tributing various software components over a custom-built
or complete system, and treating components on Edge and
Cloud uniformly. ECHO [27] is an advanced big data plat-
form that facilitates the transmission of IoT data streams
between edge and cloud resources. It can deploy a variety
of VAs applications to enable the implementation of smart
city use cases. EdgeEye [28] is an edge-computing frame-
work that enables the development of real-time intelligent VAs
applications. It allows developers to convert models trained
with deep learning frameworks into deployable components.
DeepDecision [29] links front-end devices with more power-
ful back-end ‘“helpers” (e.g., home servers) to enable deep
learning to be executed either locally or remotely in the
cloud/edge. Clio [30] presented a groundbreaking approach to
dividing machine learning models between an IoT device and
the cloud in a progressive way that is responsive to wireless
dynamics.

VAs acceleration and hardware accelerators (such as
TAPU) are orthogonal. Therefore, these video analysis meth-
ods, frameworks, and distributed video analysis solutions
can improve the performance issues encountered by TAPU
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when processing video analysis tasks, thus supporting the
development and implementation of IoT gateways.

NF's Acceleration: The requirement for network security and
the need to reduce the amount of data transmission necessi-
tate the complex running of NFs on the IoT gateway [31].
OmniMon [32] deftly orchestrates the cooperation between
various entities across the entire network to carry out teleme-
try operations, making sure that the resource limitations of
each entity are met without sacrificing absolute accuracy.
A hierarchical SDN-based approach is proposed to expedite
data management and balance the load not only between
the IoT devices of a single domain but also between dis-
parate network clusters [33]. For each service request requiring
the integration of an IoT application and an NF virtual-
ization into a location (e.g., a gateway or a small cloud),
Xu et al. [34] presented an exact solution and an approximation
algorithm with provable approximation ratios. To accelerate
software packet processing, some studies exploited GPUs to
achieve improved performance [35]. FlowShader [36] is a
GPU acceleration framework designed to deliver both high
generality and throughput even under highly skewed flow size
distributions.

These NF acceleration methods can be combined with hard-
ware accelerators (such as TAPU) to effectively enhance the
NF of IoT gateways. For example, SDN-based hierarchical
approaches can accelerate data management and load balanc-
ing. OmniMon’s coordination approach can also ensure that
the resource constraints of each entity are met.

FPGA Offloading: As flexible and customizable hardware,
FPGA is increasingly being utilized as an accelerator for
a variety of applications [37]. Many research efforts have
explored how FPGA gas pedals can be leveraged to enhance
the performance of applications. In particular, topics, such as
how to reduce reconfiguration time [38], simplify the program-
ming model of FPGAs [39], and optimize energy consumption,
have been discussed in depth [40]. By utilizing FPGA gas
pedals, it is possible to significantly enhance the efficiency
of an application. Many have found that FPGA resources can
be utilized to offload some CPU workloads and significantly
decrease CPU resource consumption [41]. Zhang et al. [42]
proposed offloading compactions to FPGAs to accelerate com-
pactions and alleviate the CPU bottleneck when storing short
key values. Enzian [43] linked a sizable FPGA with a server-
class CPU in an asymmetric cache-coherent NUMA system.
With the advent of applications in graph analytics, numer-
ous accelerators have been proposed to efficiently support
these workloads [44]. Fidas [45] is an FPGA-based intrusion
detection offload system.

Relevant works focused on utilizing FPGA resources to
offload CPU workloads, improve application efficiency and
address issues, such as reconfiguration time and resource
consumption. In contrast, TAPU utilizes multiple image
FPGAs while considering both CPU and GPU comput-
ing resources to accelerate VAs and NF, addressing the
challenges in current FPGA acceleration applications. To
our knowledge, we are the first to configure and switch
between multiple images of an FPGA with different
functionalities.
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IX. CONCLUSION

This article provides a comprehensive review of the current
state of VAs and NFs in the IoT gateway, which require hard-
ware accelerators to meet performance requirements. However,
the dedicated accelerator for each function results in low uti-
lization, and the IoT gateways usually have limitations in size
and cost. To address this issue, we propose TAPU, a new
multi-image FPGA accelerator that consists of both hardware
and software designs to accelerate VAs and NFs, To maxi-
mally exploit the computation capacity of TAPU with minimal
impact on the network processing, we developed algorithms
for residual computation capacity estimation and efficient task
offloading algorithms for VAs. We implement a prototype of
TAPU and incorporate it into an IoT portal. The evaluation
demonstrated that TAPU could reach up to 92% average uti-
lization and enhance the throughput of VAs and NFs up to
1.49 times and 2.33 times, respectively. We further present
two TAPU case studies based on network resource utilization.
Finally, we predict that TAPU can be used on IoT gateways
in many scenarios.
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